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Home

Change Unit

Provides Information and Features in FatPipe

# Home

BE Interfaces

Version

Serial Number frps2001103770

License

Throughput 1000Mbps

J WANCACHE,

Add-ons €M, EV, IPSec, MPSecCompression, QoS, SatBooster, ServerLo: ing, Sitel

WebFilter, SmartDNS, UnitFailover

__,

Interfaces:  LAN Port, WAN Ports

>
System: General, Users, Active Directory Services, Unit Failover, DHCP, Syslog, NetFlow, HostName, ARP Entry, Auto Configuration,
Auto Upgrade, Maintenance
LoadiBalance: Algorithms, Route Test, SmartDNS, TCP Cangestion Control, Site Load Balancing, Server Load Balancing
Routing: Application Profile, Network Objects, Inbound Policy, Outbound Policy, Global Dutbound Policy, Dynamic Routing, Static
Routes, Quality of Service,Global Quality of Service, VPN Policy, MPSec, WAN Optimization Settings, IPvéind Tunnel, IPvé Static
Routes, Advanced Options
Tools: Speed Chart, oS STalisUCs, MPSeC (O SLAllstics, DIagnostics, Server SLalislics, SatBooster, Generale Certlicate Request, >
‘Session Details, Protocel Statistics, MPSec Pathinfo
Copyright § 2000-2017. FatPipe Networks Ine|
>

“Con

Tells the version FatPipe is running on.

Unique Sernial Number given to each
FatPipe Unit.

Add-on features on FatPipe

LAN and WAN |P addresses can be
configured under Interface tab.

Systems tab has all the features like
general user settings, save a configuration
file backup, and establish unit failover.

Balancing option, Route Test
configuration and SmartDNS.

Setup and schedule Inbound and
QOutbound Policies, Static Routes, Quality
of Service (QoS) Rules

Used to monitor the performance of your
network. You can check the status of
routers and Internet connections using
Diagnostic Tools and view the speed of
connections using the Speed Chart.

Configure and manage all you FatPipe
devices from one central location.

l-'mfrq.c

. Administrator -

Home

Change Unit

# Home

BE Interfaces

Provides Information and Features in FatPipe

Sign out

version 212050
Serial Number fwrps2001103770
Group Al
& Routing Throughput 1000Mbps
- Add-ons €M, EV, IPSec, MPSecC Qos, ServerLo: Sitel
& Tools i 1
WebFilter, SmartONS, UnitFailover Device :
fatpipe

Interfaces:

LA Fort, WAN Ports

General, Users, Active Directory Services, Unit Failover, DHCP, Syslog, NetFlow, HostName, ARP Entry, Auto Configuration,
Auto Upgrade, Maintenance

System:

LeadBalance: Algorithms, Route Test, SmartDNS, TCP Congestion Control, Site Load Balancing, Server Load Balancing

Session Detalls, Protocol Statistics, MPSec Path Info

Copyright £ 2000-2017. FatPipe Networks Ine]

“on

Routing: Application Profile, Network Objects, Inbeund Policy, Outbound Policy, Global Outbound Policy, Dynamic Routing, Static
Routes, Quality of Service,Global Quality of Service, VPN Policy, MPSec, WAN Optimization Settings, IPvEind Tunnel, IPvé Stafic
Routes, Advanced Options »
>
Tools: speed Chart, QoS Statistics,MPSec QoS Satistics, Diagnostics, Server Statistics, SatBooster, Generate Certrficate Request,

List of all the FatPipes in the group to
change from one unit to the other

Used to logout from the FatPipe Unit.

'Afj[’ ipe




# Home

B Load Balancing

@ Routing

[# Tools

LOCAL AREA NETWORK INTERFACE

Used to configure or change the IPv4 LAN interface parameters

Enable to have the LAN interface respond

L Interfaces Lo
™4 48P 1Pt
LAN Aliases
Ethernet
IPAddress  SubnetMask  VLANtag  DHCPSemveriP
MAC 2036865 45bcF4 ] ser
10216801 2552552550 O

Link Speed | Duplex Mode:
AutoNegotiation

Current Negotiation : NO LINK

. noe
VT T

» to ARP request for WAN-side IPs (makes
the MPVPN transparent).( more Info...)

Select to configure Ethernet link speed

DHCP Relay

[ |Enable DHCF Relay

v

and the duplex mode. (more Info...)

Reporting P Address: g o

This 1P Acddress = used for sending locs!

» VLAN ID Configuration ( more Info...)

Enable to relay DHCP packets between

log and sam through UPH or GIE tunnsl

D Add LAN Alias

IP Address

Enter IP Address

Subnet Mask |

LAN & WAN.( more Info...)

Used to configure the DHCP Server IP
address for DHCP

Used to configure IP address and

Enter Subnet Mask

VLAN Tag

ILAN Tag

DHCP Server IP

DHCP IP

Subnet Mask.

Used to refresh the page for changes.

»  Used to commit changes.

'ﬂffp ipe

8 Load Balancing

& Routing

& Tools

LOCAL AREA NETWORK INTERFACE

Used to configure or change the IPv4 LAN interface parameters

Enable to have the LAN interface respond

LAN Interfaces  La
Rsermser —
LAN Aliases
Einermet = ]
IPAddress  SubnetMask  VLANtag  DHCP SemverlP
MAC[ a0:36:3R5 40cF4 ] ser
192163001 2552552550 0
Link Speed | Duplex Mode:
. oos
Auto Megotiation 2
Current Negotiation : NO LINK
DHCP Relay

[[JEnable DHCP Retay

RepartingIP Address: 0 0 o

This P Address s wsed forsendin

log snd snmp through VP or GRE tunnel.

L] Add LAN Alias

IP Address

Enter IP A

Subnet Mask

Enter Subnet Mask

VLAN Tag

VLAN Tag

DHCP Server IP
DHCP IP

»  to ARP request for WAN-side IPs (makes
the MPVPN transparent).

The address resolution protocol
(ARP) is a protocol used by IPv4, to
map IP network addresses to the
hardware addresses used by a data
link protocol. It is in enable state by
default. If this option is disabled, you
will not be able to
communicate with devices directly
connected to the WAN that are in the
same subnet as where you are coming
from. Proxy ARP is disabled only
when devices on the LAN side have
IPs from any of the WAN subnets.

F“ijf]l(‘




M
# Home

& Routing

@ Tools

LOCAL AREA NETWORK INTERFACE

Used to configure or change the IPv4 LAN interface parameters

L Interfaces  La:
[V Enable Proxy ARP Pt
Ethernet LAN Aliases

MAC [ a0:36:9:54:Ab:f4 |

Link Speed | Duplex Mode

Auto Negotiation

Current Negotiation : NO LINK

ser

IPAddress  SubmetMask  VLANiag  DHCPServerIP

182.162.0.1 255.255.255.0 [
sh
]

Select to configure Ethernet link
» speed and the duplex mode.

DHCP Relay

[] Enable DHCF Relay

Reporting P Address: o0

This IP Adress = wsed far sznding locs!

5 and snm thraugh VPN os GAE bunnel

0 Add LAN Alias

1P Address

Enter IP Address

Subnet Mask

Enter Subnet Mask

VLAN Tag

LAN Tag

DHCP Server IP
DHCP IP

Link Speed is the connection
speed between the router and
FatPipe and Duplex Mode refers
to the transmission of data in two
way direction. The default value
is set to "Auto-negotiation."

Fﬂ?jf Pipe

LOCAL AREA NETWORK INTERFACE

& Routing

@ Tools

Used to configure or change the IPv4 LAN interface parameters

Lt Interfaces  La
[ Enable Proxy 4RP IPve
Ethemet LAN Aliases
IPAddress  SubnetMask  VLANtag  DHCP Server P

MAC [ 30:36:9F54:f0cfa |

Link Speed | Duplex Mode

Auto Negotiation

Current Negotiation : NO LINK

sET

182.16201 2552552550 O

.
.

DHCP Relay

7] Enable DHCP Relay

Reparting IP Address: o0 0o

This 1P ddress < sed for ending o

2 thraugh VPN or E3E tunnel

L) Add LAN Alias

IP Address

Enter IP Address

Subnet Mask

Enter Subnet Mask

VLAN Tag

VLAN Tag

DHCP Server IP
DHCP IP

Enable to relay DHCP packets between
LAN & WAN.

Dynamic Host Configuration
Protocol is a network protocol that
enables a server to automatically
assign an IP address to a computer
from a defined range of numbers.
This option allows you to relay
DHCP requests from a LAN segment
to a DHCP server on the WAN side.

FAT Pipe




LOCAL AREA NETWORK INTERFACE

Used to configure or change the IPv4 LAN interface parameters

f
# Home LAN Interfaces  La:

[V Enable Froxy 429 1Put

Ethernet LAN Aliases

IPAddress  SubnetMask  VLANtag  DHCPSenverlP

MAC [ a0:36:86:54:fb:H4 ] ser
10216801 2552552550 O

P [y =y ==
-

Auto Negotiation

Current Negatiation :NO LINK

. > Usedto enter the VLAN ID
B Load Balancing ¢

[[JEnable DHCP Relay

[

& Routing

Reporting IP Address :
# Tools < portine 0000

“This IP Address s used o sending lncsl sysiog and snmp through VPN or GRE tunnel

0 Add LAN Alias

VLANS separate network traffic by
grouping hosts that communicate

IP Address

Foter (P Addess most frequently with each other. To
Subnet Maskc enable participation with VLAN’,
Enter Subnet Hasic click on the Active checkbox and
VAN Tag enter a Valid VLAN ID Range 0 to
e 4096.

DHCP Server IP

DHCP IP

aon Fa_'rfz-’qm

LOCAL AREA NETWORK INTERFACE

Used to configure or change IPv6 LAN interface parameters

# Home LAN Interfaces

B Interfaces ‘ [V Enable Proxy ARP ‘

» LAN -
Ethernet LAN Aliases

1P Address PrefixLength Scope

mEe

MAC [ 20:36:9f:54:Fb:f4 | SET

Link Speed / Duplex Mode

Auto Negotiation

— Specify the scope.

Current Negotiation : NO LINK

L Add LAN Alias

0 System

B Load Baancing o
[[Jenable DHCP Retay F . Specifythe IP and prefix
# Routing Global " length.
@ Tools feporte 9000 IP Address
Z?; L:::jmssws used for sending local syslog and snmp through VPN or Enter IP Address
Prefix Length

Enter Prefix Length

« e ’ rﬂ?jf’fflc




WIDE AREA NETWORK INTERFACE

Used to configure or change IP information for WAN interface by using DHCP
Interface usability status will read UP

» or DOWN, indicating the status of the
. WAN 3 Toterisces | WANS WN,
# Home I WAN link.
N —  Err—m1 P Addressing configuraton
. —> h
mes v e e methodologies
p,;:s e L, Select option to perform the route test.
ISP Name ISP Notes — 1

('more Info...)

TR | Linkname ideniicaon

Link Speed / Duplex Made

ABCDE Title

'WAN IP Settings

. External ability to accept SmartDNS
queries

Obkain an IP address sutefnatically JFFEDHCE
Connect using PPPoE Current Negotiation : 1000baseTX-FD

(Connect using 36 | 4G devfce:

* Specify an IP address

Enable bridging for this interface with

e " the LAN ( more Info...)
[JEnable LI e . P
1P Address ubnet Mask o External ability to ping to this interface. ( more
1ozt assassassa| | soosas " Info...)
I [ et Edgmg win AR T » External ability to access to GUI.
Eandwidth (F bps) Enable to calculate WAN Metrics for

e thisinterfacelike Jitter, Latency and

Packet Loss

Weight Usage Spillover Priority
= e B2 & > External ability to allow Secure Shell.
) 5 External ability to SNMP access
[WiPing  [w]Remote Mansgement []DNS| [WfIPSEC to this WAN Interface.
[JshMp [SiteLoad Batancing  [W]SSH [ ] WAN Metrics® _ The maximum upload and download

S B bandwidth of this link. ( more Info...)

<t vi ’ bridgs mede » Select the role of the link.

Spillover Load balancing assigns different
priorities to WAN lines. ( more Info...)
Used with Weighted Load balancing
algorithm. ( more Info...)

v

» External ability to use Site Load Balanging on

aow this link FA'I‘ Pipe

WIDE AREA NETWORK INTERFACE

Used to configure or change IP information for WAN interface by using DHCP

A e WAN 3 Interfaces  WAN3
p:;ym e " » Select option to perform the route test.
ISP Name ISP Notes 1 1
scoe Te
Obtain an IP address automatically using DHCP SET Auto Negotiation
D System Comnectusing PPPOE Current Negotiation : 1000baseTX-FD
B Load Balancing e e When Usage for an interface is set to
& Rout "Backup," you can select when to
-
" o [Jensbie 1o o perform the route test for that
- o0l ress et sl fault Gateway ’ .
- interface. It is set to “Always” by
default. FatPipe will always check the

[[JEnable Bridging with LAN**

line for Internet connectivity, even if
the line is not actively being used for
outbound sessions.

)

Upload Download

Weight Usage Spillover Priority

' Primary s Link Stabilizing Factor is the number

50000 50000

of consecutive Route Test failures or
successes that must occur before Line
Status is changed.

[Ping  [V]Remote Management [ ]ONS [W]IPSEC

[[JsNMp []siteLoad Balancing [ SSH [_]WAN Metrics™

Lo F“T;/P(}J(‘




WIDE AREA NETWORK INTERFACE

# Home

HE Interfaces

O System
BB Load Balancing
£ Routing

(& Tools

Used to configure or change IP information for WAN interface by using DHCP

Interfaces ~ WAN 3

WAN 3
Line Status up
ISP Name ISP Notes
ABCDE Title

WAN IP Settings

Obtain an IP address automatically using DHCP
Connect using PPPoE.
Connect using 36 / 4G device

* Specifyan IP address

1P Address

Subnet Mask. Default Gateway

10,0551 295.255.285.0

10.05.254

Bandwidth (Kbps)

Upload Download
50000 50000

[WPing  [VRemote Management [ ]ONS [w]IPSEC
[[JsNMP []Site Load Balancing  [WSSH []WAN Metrics*

nged toidentify Letency, Jitter & PackstLoss on thatlink.

Route Test

Perform Link Stabilizing

Aays Factor
1

Link Stabilizing
Factor Down

1

Ethernet

MAC[30:85:29:a7:56:92] Link Speed / Duplex Mode
SET Auto Negatiation

Current Negotiation : 1000baseTX-FD.

[Jenabte Do

[JEnable Bridging with LAN**

WAN Hosts List

Type
Weight Usage
1 Primary

This setting is for use with the
Weighted Load balancing algorithm.
Values configured here will be
assigned as the Weight for that WAN
interface.

» Used with Weighted

Load balancing algorithm.

FA'I'j Pipe

WIDE AREA NETWORK INTERFACE

# Home

E Interfaces

0 system

BB Load Balancing

# Routing

@ Tools

Used to configure or change IP information for WAN interface by using DHCP

Obtain an IP address automatically using DHCP
Connect using PPPoE
Connect using 3G / 46 device

® Specify an IP address

1P Address

Subnet Mask Default Gateway

10.0.551 255.255.255.0 1005254

Bandwidth (Kbps)

Upload Download
50000 50000

[WPing  [Remote Management [ JONS [wf]IPSEC
[[JsnMP [SiteLoad Balancing  [w] SSH [] WAN Metrics*

A i tency, Jitter &
““Youuwill

WAN 3 Interfaces | WAN 3

Route Test

Line Status upP
Perform Link Stabilizing Link Stabilizing

Aways Factor Factor Down
ISP Name ISP Notes 1 1
AABCDE Title

Ethernet

WANIESEES MAC [30:85:09:07:56:92 ] Link Speed / Duplex Mode

Auts Negotiation

Current Negotiation : 1000baseTX-FD.

[JEnable Do

[JEnable Bridging with LAN=~

Type

Weight Usage Spillover Priority

1 Primary 1

’1> has the highest priority and
decreases as the numeric value
increases, depending on the number
of WAN interfaces. Traffic is sent
over the lower priority lines only
after at least 90% throughput of
higher priority lines is reached. You
have the option of marking a line as
‘backup’. Traffic will be sent out of a
‘backup’ link only if all the other
“primary” links are down.

This approach provides a solution for
users that are charged for line usage
that is proportionate to the traffic they
generate. This feature can be used as
backup when the network carries a
high load by assigning low priority to
such a link to minimize the cost.

Spillover Load balancing assigns

different priorities to WAN lines.

F“ij’if!(‘




WIDE AREA NETWORK INTERFACE

Used to configure or change IP information for WAN interface by using DHCP

» Services
Interfaces ~ WAN 3

# Home WAN 3
HE Interfaces Route Test

Line Status uP

Perform Link Stabilizing Link Stabilizing
Always Factor Factor Down
ISP Name ISP Notes 1 1

ABCDE Title

FatPipe is a secure system with most
services disabled except those needed to
be provided ad-hoc (I.E. Remote
Management, SSH, DNS, SNMP and
Site Load Balancing. One can enable or
disable these features as needed for
these services.

WAN IP Settings MAC[ 30:85:

Obtain an IP address automatically using §HCP Auto Negotiation
Connect using PPPoE Current Negotiation : 1000baseTX-FD
Connect using 36/ 46 device

B Load Balancing « Specifyan IP address

% Routing
[JEnable Do

56:92] Link Speed / Duplex Mode

0 System

1P Address Subnet Mask. Default Gateway

100sst assassasso | 1005254 Ping requests for the WAN interface IP
can be blocked. These options do not
affect traffic routed through MPVPN.

& Tools

[JEnable Bridging with LAN**

Weight Usage Spillover Priority

: primery ' Watch  Parameters, when enabled,
FatPipe monitors the link conditions like
latency, jitter and packet loss and allows
redirecting traffic to alternate links if a
pre-defined threshold is crossed even if
e o e st the link is UP. This is achieved by
. configuring  the thresholds  using
Outbound Policy Routing Rules.

Bandwidth (Kbps)

Upload Download

50000 50000

[APing  [W|Remote Management [ ]DNS []IPSEC

[C]SNMP []Site Load Balancing  [W]SSH [ ] WAN Metrics®

« @ ’ F“?jpiflr

WIDE AREA NETWORK INTERFACE

Used to configure or change IP information for WAN interface by using DHCP

Interfaces ~ WAN3
# Home WAN 3
B Interfaces Lines n w Route Test
ine Status
Perform Link Stabilizing Link Stabilizing
Always Factor Factor Down
ISP Name ISP Notes 1 1

ABCDE Title

Ethernet
WAN IP Settings MAC [ 30:85:29:a7:56:92 ] Link Speed / Duplex Mode

This setting is for use with Quality of

Obtain an IP address automatically using DHCP SET Auto Negotiation

= Griem Connect using PPPOE Current Negotiation : 1000baseTX-FD Service (QOS) You should SpECify the
B Load Balancing Dyttt maximum bandwidth available outbound
& aou in upload or inbound in download for your
Routin - - - -
¢ [embte 1 o WAN line in Kbps (Kilobits per second).
@ Tools IP Address Subnet Mask Default Gateway
[enablcsridging with L= For example, if you have 1.5Mbps of

bandwidth inbound, you would enter 1536.

Bandwidth (Kbps)

Upload Download
50000 50000 Weight Usage Spillover Priority
1 Primary 1
ng  [W|Remote Management [ ]DNS [V IPSEC
[JsnmP []siteLoadBalancing  [w]SSH [_]WAN Metrics* R The maximum upload and

download bandwidth of this line.

“Apublic P is pinged to identify Latency, itter & PacketLoss on tht link.
“*Youwill need to clear ARP

« [ ‘ Fﬂ?ff’ipe




WIDE AREA NETWORK INTERFACE

Used to configure or change IP information for WAN interface by using DHCP

Interfaces ~ WAN 3
# Home WAN 3
BE Interfaces Route Test
Line Status upP
Perform Link Stabilizing Link Stabilizing
Always Factor Factor Down
ISP Name ISP Notes 1 b
ABCDE Title
Ethernet
WAN IP Settings MAC [ 30:85:09:a7:56:92 ] Link Speed / Duplex Mode
=g Obtain an IP address automatically using DHCP. =1 Auto Negotiation
t §
ystem Connectusing PPPoE Current Negotiation : 1000baseTX-FD
Connect using 36/ 46 device
B8 LoadBalancing o Specify an IP address o . .
A , Enable bridging for this interface with
>
# Routing the LAN
[JEnable Do
& Tools IP Address Subnet Mask Default Gateway
100551 255.255.255.0 1005254
[JEnable Bridging with LAN** —f

Bandwidth (Kbps)

Type
Upload Download

Wigh oo Solver Pty In situations where we cannot split a
B Primory ' network to create a separate small subnet,
this option enables you to bridge the LAN
with the WAN interface of that network.

50000 50000

g [V|Remote Management [ ]ONS [w]IPSEC

[[JSNMP []Site Load Balancing ~ [w]SSH [ ] WAN Metrics*

“Apublic P is pinged to identify Latency,ditter & Packetioss on that link.
““Younwill need o i

m

WIDE AREA NETWORK INTERFACE

Used to configure or change IP information for WAN interface by Dynamic PPPoE

O B WAN 3 Interfaces | WAN 3
Line Status up
Perform Link Stabilizing Link Stabilizing
Aways Factor Factor Down
ISP Name ISP Notes L
ABCDE Title
Option to connect to your ISP
WAN IP Settings MAC [ 30:85:20:a7:56:92 ] Link Speed / Duplex Mode using Dynamic PPPOE ( more Info...)
Obtain an IP address automatically using DHCP - Auto Negotiation
8 System « Connect using PPPoE e iation : 1000baseTX-FD
Connect using 36 4G device
B Load Balancing Specify an IP address
VLAN .
# Routing Used to configure username
[lensite o, » and password for PPPoE
[E@r Dynamic ® Static connection
PPPOE  Login PPPOE  Local
Admin —IIP [[]Enable Bridging with LAN=
11010120
Password
I @ Remote P
Weight Usage Spillover Priority
1 Primary 1
Bandwidth (Kbps)

Upload Download
50000 50000

[VIPing  [W]Remote Management [_]JONS [wAIPSEC
[]shMP []SiteLoad Balancing  [wSSH [_]WAN Metrics*

“ApublicIP is pingad to idantify Latency, Jitter & PacketLoss on that link.
“Youwill nasd to 2

« (=] » Fﬂl'l_dl’ipe




WIDE AREA NETWORK INTERFACE

# Home

E¥ Interfaces

0 System
8 Load Balancing
# Routing

& Tools

Used to configure or change IP information for WAN interface by Dynamic PPPoE

Interfaces | WAN 3

WAN 3
Line Status up
ISP Name ISP Notes
ABEDE Title

WAN IP Settings

Obtain an IP address automatically using DHCP

Route Test

Link Stabilizing
Factor Down

Perform

Always

Link Stabilizing
Factor

1

—>

MAC [ 30:85:29:7:56:92 ]

Link Speed / Duplex Mode

Auto Negotiation

o Connect using PPPoE
Connect using 36 / 4G device

Specify an IP address
Dynamic o Static
FPPOE _ Login PPPOE  Local
Admin P
Password 1414120
wesee ®
Bandwidth (Kbps)
Upload Download
50000 50000

[VlPing

[[]stmp []site Load Balancing

[V]Remote Management ["JDONS [y IPSEC
[w]ssH []waN Metrics®

“ApublicIP is pinged to idantify Latency,Jitter & PacketLoss on that link.
““Youwill nesd to i

c iation : 1000baseTX-FD
VLAN
[Jenabte Do

Option to connect to your ISP
using Dynamic PPPoE

[JEnable Bridging with LAN™*

Weight

Usage

1 Primary 1

Spillover Priority

PPPOE is a specification for
connecting  multiple  computer
users on an Ethernet local area
network to a remote site through
common  customer  premises
equipment.

o

Far Pipe

WIDE AREA NETWORK INTERFACE

# Home

Bl Interfaces

L System

BB Load Balancing

## Routing

& Tools

Used to configure or change IP information for WAN interface by Static PPPoE

WAN IP Settings

Obtain an IP address automatically using DHCP
« Connectusing PPPoE

Connect using 3G / 4G device

Specify an IP address

WAN 3 Interfaces  WAN 1
—
Perform Link Stabilizing. Link Stabilizing
Nwys Factor Factor Down
ISP Name ISP Notes 1 1
ABCDE Title

Ethernet

MAC [ 30:85:29:a7:56:92 ] Link Speed / Duplex Mode
SET Auto Negotiation

Current Negotiation : 1000baseTX-FD

Used to configure IPs

Bandwidth (Kbps)

Upload Download

50000 50000

[MAPing

[[]snmp []site Load Balancing

/| Remote Management [ |DNS []IPSEC
g v/
[VssH []waN Metrics®

VLAN
[Jenabte Do
Dynamic o Static
FPRoE  Login PPPOE  Local
. P
Admin [[JEnable Bridging with LAN*
11111120
Password —l
S © RemotelP
[ERTRTRTISS

“ApublicIP is pinged ta identify Latency,Jitter & PacketLass on that link.
““You will need ta clear ARP an i

Weight

Usage

1 Primary 1

Spillover Priority

con

» provided for PPPoE
connection




WIDE AREA NETWORK INTERFACE

Used to configure or change IP information for the WAN interface by 3G/4G Dongle

Interfaces | WAN S
# Home WAN 3
| B Interfaces Line Stat s Route Test
Perform Link Stabilizing Link Stabilizing
Aways Factor Factor Down
ISP Name ISP Notes 1 1

ABCDE Title

Enable to connect using a 3G/4G

" >
celluar modem ( more Info...
&5 [Jensble  1p /o
i O Syste Obtain an IP address automatically using DHCP Used to Select a deVICe model from
ystem . >
| 16 device ‘ the Detected 3G/4G modem from
i BB Load Balancing Specify an IP address ‘ [ TEnable Bridging with LAN"* [—— the drop-down list ( more Info...)
| 4% Routing
. e IP Address Subnet Mask Default Gateway
& Tools Detected 36/4G USB Modem
NONE
IMEI/ESN
Bandwidth (Kbps) 000000000000003
Model Name
Upload Download NONE
s0000 s0000 Device Nome
ttyDUM3
APN
Enter the APN
[MPing  [W]Remote Management []DNS [y]IPSEC Bhone
[Jsnmp []site Load Balancing [V SSH [ ] WAN Metries® Enter the Phone
Weight Usage Spillover Priority
1 Primary 1

“Ap i Latency, thatlink.
onconnected

« (] » ’A" Pipe

WIDE AREA NETWORK INTERFACE

Used to configure or change IP information for the WAN interface by 3G/4G Dongle

& Home WAN 3 Interfaces | WAN S
BE Interfaces Route Test
I Line Status n up
Perform Link Stabilizing Link Stabilizing
Aways Factor Factor Down
ISP Name ISP Notes 1 1

ABCDE Title

Enable to connect using a 3G/4G

i —>
—— celluar modem

i Obtain an IP address automatically using DHCP =
| = S e ‘
i B Load Balancing spg(ify,..widdmss ‘ [ TEnable Bridging with LAN®* WAN Hosts List
@ Tools P hddress fubnetiesk - Defoult Soteway Detected 36746 USE Hoder To connect a 3G/4G line, plug a
none 3G/4G cellular modem to any of
il the USB interfaces on the
MPVPN device. The USB
“:O‘oﬂ: "::ﬂ:‘ﬂ"“ tove Modem will be automatically
Mo detected. Select “Connect using
Ao 3G/4G device”.
[V|Ping  [V|Remote Management [ ]DNS [fIPSEC p::;m;;r
[IsnMP [(]SiteLoad Balancing  [W]SSH [ ] WAN Metrics” Enter the Phone
Weight Usage Spillover Priority

Fﬂlfjf’f e




WIDE AREA NETWORK INTERFACE

Used to configure or change IP information for the WAN interface by 3G/4G Dongle

‘ o Home WAN 3 Interfaces
i Line Status [P UP
Perform Link Stabilizing Link Stabilizing
Always Factor Factor Down
ISP Name ISP Notes 1 1
ABCDE Title
VLAN
Obtain an IP address automatically using DHCP Used to select a device model from
Connectusing PPRoE > the Detected 3G/4G modem from the

 Connect using 3G / 4G device
Specify an IP address

[JEnable Bridging with LAN®

drop-down list

| % Routing
E
@ Tools IP Address ‘Subnet Mask. Default Gateway petected 36/46 USE Modem
NONE
IMEI/ESN
Model Name IMEI/ESN and Model Name of the
- i Hone USB Modem will be displayed.
e This  information cannot  be
Aon modified. The APN and Phone
[ViPing  [W]Remote Management [ JONS [ IPSEC p::::h%P _Number WI” aISO be dlsplayed ThlS
[Jsnmp [Jsite Load Balancing  [WSSH [_]WAN Metrics® Enter the Phone InformaFlon can be mOdI.erd bas'ed
on carrier recommendation. Click
SAVE to make the changes
Weight Usage Spillover Priority permanem'
1 Primary 1

“Apublic IP is pinged to identify Latency, itter & PacketLoss on that link.
““Youwill nezd to clear ARF on 2 lngdizabl

X e
con Fav)

"ipe

WIDE AREA NETWORK INTERFACE

Used to configure or change IP information for WAN Interface

Interfaces WAN 3
# Home WAN 3
BE Interfaces Route Test
Line Status n upP
Perform Link Stabilizing Link Stabilizing
Always Factor Factor Down
ISP Name ISP Notes L L
ABCDE Title
Ethernet
WAN [P Settings MAC Link Speed / Current
[30:85:a9:a7:56:92] Duplex Mode Negotiation :
Obtain an IP address automatically using DHCP 008baseTX.FD
= Stz Connectusing PPPOE SET Auto Negotiat v| el
Connect using 3G / 4G device
BB Load Balancing ® Specify an IP address

VLAN IP Address, Subnet Mask,
Cese 1 I'_> Default Gateway for the

° WAN Interface.
The Default Gateway is
the IP address of the
WAN router you use

## Routing

IP Address Subnet Mask Default Gateway

@ Tools

11.11.11.20 255.255.255.0 FERTRERY

["]Enable Bridging with LAN""

Bandwidth (Kbps)

Upload Download

50000 50000 Weight Usage Spillover Priority

1 Primary 1

[¥|Ping Remote Management [ |DNS [yf]IPSEC
SNMP [ ]Site Load Balancin SSH [ WAN Metrics*
| O s O

“ApublicI? is pinged to identify Latency Jitter & PacketLoss on that link.
“You will nazd to clear ARP i

X

&0 -» Pﬂfjf’ipe




WIDE AREA NETWORK INTERFACE

# Home

¢ Interfaces

L system

BB Load Balancing

¥ Routing

& Tools

Used to configure or change IPv6 information for WAN Interface

WAN 3 Interfaces  WANS
Route Test
Line Status uP
Perform Link Stabilizing Link Stabil
s Factor Factor Down
ways
ISP Name ISP Notes 1 1
'ABCDE Title
Ethernet
WAN IP Settings MAC Link Speed / Current
[30:85:a9:a7:56:92] Duplex Mode Negotiation :
Obtain an IP address automatically using DHCP 1000baseTX-FD
Connect using PPPoE L350 Auto Negotiat V|
Connect using 3G [ 4G device
* Specify an IP address
[Jenabte
IPAddress  PrefixLength  DefaultGateway  Scope D Add WAN IP

m

Bandwidth (Kbps)

Upload Download

50000 50000

Ping

[Jsnmp []site Load Balancing

[V Remote Management [ ]DNS [\ IPSEC
[w]ssH []waN Metrics®

“Apublic P is pinged to identify Latency, Jitter & PacketLoss on that link.

**Youwill nesd to clear ARP on connacted devices when ensbling/disabling bridge made.

En Scope
»  Global
IP Address
Weight

S .
—,—> cope.

IP Address, Prefix

Length.

1

Default Gateway.

won

rﬂ:lifl’( pe

SYSTEM CONFIGURATION

# Home

! Interfaces

D System

» General

¥

Users

v

Active Directory Services

¥

Unit Failover

¥

SNMP

¥

DHCP Server
» Syslog

» NetFlow

¥

HostName

v

Static ARP

¥

Auto Configuration

» Maintenance

B Load Balancing

# Routing

Used to configure or change system configuration of FatPipe MPVPN
N — —
g Su Mo Tu We Th Fr  Sa -~ -~
General System 4 5 & T &8 3 1 1 S
fost coman fate e |, Setthe System Date / Time and Time
Session Timeout s L ® [ zone information. ( more Info...)
TCP Timesut (min) TP TSI = e S > Configure host name.
120 3 Time Zone

Login Banner

» Configure domain name.

(GMT-07:00) Mountain Time (US & Canada)

Backup and Restore

Specify idle session timeouts for TCP &

> UDP before idle sessions are expired.
('more Info...)

> Restore FatPipe to default settings.(more...)

_ Restore the settings from a backup file on

View ARP Table

Clear ARP Table Send Gratuitous ARP

" your local computer. ( more Info...)

Specify a login banner (displayed on
login page).

Backup the settings to a file on your
local computer. ( more Info...)

Capyright @memmr

L, Click to Clear ARP table of the unit or
to Send Gratuitous ARP (more Info...)

. Click to view the ARP table of the unit

('more Info...)

o




SYSTEM CONFIGURATION

# Home

BE Interfaces

D System

» General

¥

Users

Active Directory Services

Unit Failover

SNMP

DHCP Server

Syslog

NetFlow

HostName

Static ARP

Auto Configuration

» Maintenance

B Load Balancing

£ Routing

(# Tools

Used to configure or change system configuration of FatPipe MPVPN

. Deczmber 2016 N — —

General System
host domin Date Time
o 12/21/2016 [ ] 118 [c]
Session Timeout
TCP Timeout (min) UDP Timeout (min) [Jusente
120 3 Time Zone
(GMT-07:00) Mountain Time (US & Canada)

Login Banner

>
Su Mo Tu We Th Fr Sa

Loz s
4 s & 3 a3 s 1m 1 2
noz o1» o1 o1 . o1

% 28 2 2 W m w

Backup and Restore

View ARP Table Clear ARP Table Send Gratuitous ARP

Copyright © 2000-2016. FatPipe Networks Inc.

Set the System Date / Time and
Time zone information.

You can set date and time using
the NTP. Check the Use NTP
checkbox and click the Set
button to synchronize with
external time servers.

FA:I'ij;,c

SYSTEM CONFIGURATION

# Home

B8 Interfaces

D system

» General

» Users

Active Directory Services

¥

Unit Failover

v

SNMP

¥

DHCP Server

v

Syslog

¥

NetFlow

HostName

¥

StaticARP

Auto Configuration

¥

Maintenance

B Load Balancing

% Routing

(# Tools

Used to configure or change system configuration of FatPipe MPVPN

Login Banner

General System
host domain Date Time
12/21/2016 [} 11118 ]
Session Timeout
TCP Timeout (min) UDP Timeowt (i [Jusente SET
120 3 Time Zone
(6MT-07:00) Mountain Time (US & Canada)

View ARP Table Clear ARP Table Send Gratuitous ARP

Copyright & 2000-2016. FatPipe Networks Inc.

Backup and Restore

Specify idle session timeouts for TCP &

> UDP before idle sessions are expired.

The defaults are 120 minutes (for
TCP and 3 minutes for UDP. It is
not recommended that you change
these settings, except under rare
circumstances.

F“Tj Pipe




SYSTEM CONFIGURATION

# Home

BE Interfaces

0 System

» General

Users

Active Directory Services

Unit Failover

¥

SNMP

DHCP Server

¥

syslog

NetFlow

¥

HostName

Static ARP

M

Auto Configuration

» Maintenance

BB Load Balancing

£ Routing

Used to configure or change system configuration of FatPipe MPVPN

Login Banner

General System
host domain Date Time
. X 12/21/2016 [} 11:18 ]
Session Timeout
TCP Timeout {min) UDP Timeout (min) [Jusente SET
120 3 Time Zone
(GMT-07:00) Mountsin Time (US & Canads)

Backup and Restore

View ARP Table

Clear ARP Table Send Gratuitous ARP

Copyright @ 2000-2016. FatPipe Networks Inc.

If you click on the Backup Settings
button you will be prompted to save
a backup configuration file in a
new popup window. All the
modifications done on GUI will be
saved as a point in time copy to the
workstation youre making the
backup from.

Backup the settings to a file on your
local computer.

FA'I’/ Fipe

SYSTEM CONFIGURATION

# Home

BE Interfaces

0 System

» General

Users

Active Directory Services

Unit Failover

SNMP

DHCP Server

Syslog

NetFlow

HostName

¥

Static ARP

Auto Configuration

¥

Maintenance

BB Load Balancing

£ Routing

(# Tools

Used to configure or change system configuration of FatPipe MPVPN

Login Banner

General System
host domain Date Time
o 12/21/2016 B 1118 (c]
Session Timeout
TCP Timeout (min) UDP Timeout (min) [Jusente SeT
120 3 Time Zone
(GMT-07:00) Mountsin Time (US & Canads)

Backup and Restore

If you click on the Restore Settings
button, in a new popup window you
will be prompted to import a
previously saved backup
configuration file.

ARP

View ARP Table Clear ARP Table Send Gratuitous ARP

Copyright @ 2000-2016. FatPipe Networks Inc.

_ Restore the settings from a backup
" file on your local computer.

F“T/ Pipe




SYSTEM CONFIGURATION

# Home

B Interfaces

D System

General

¥

Users

v

Active Directory Services

¥

Unit Failover

¥

SNMP

DHCP Server

v

Syslog

¥

NetFlow

HostName

Static ARP

¥

Auto Configuration

¥

Maintenance

B Load Balancing

% Routing

@ Tools

Used to configure or change system configuration of FatPipe MPVPN

General

System

Host Name

host

Session Timeout

TCP Timeout (min)

120

Login Banner

Domain Name

domain

UDP Timeout (min)

3

Date / Time Properties

Date Time

12/21/2016 B 11118 e}
[Jusente ST
Time Zone

(GMT-07:00) Mountain Time (US & Canada)

Backup and Restore

ARP

View ARP Table Clear ARP Table Send Gratuitous ARP

Copyright © 2000-2016, FatPipe Networks Inc.

> Restore FatPipe to default settings.

If you click on the Restore Defaults
button, you will be prompted to
restore the system back to factory
defaults. This will erase all the
changes that are made and takes to
the default values.

F“?jpf e

SYSTEM CONFIGURATION

# Home

BE Interfaces

D System

General

v

Users

v

Active Directory Services

v

Unit Failover

v

SNMP

v

DHCP Server

v

Syslog

v

NetFlow

v

Hosthame

v

StaticARP

v

Auto Configuration

»

BB Load Balancing

Maintenance

# Routing

(# Tools

Used to configure or change system configuration of FatPipe MPVPN

Login Banner

General System | Genera
host domain Date Time
12/21/2016 B 11118
Session Timeout
TCP Timeout (min) UDP Timeout (min) [Jusente SET
120 3 Time Zone
(GMT-07:00) Mountain Time (US & Canada)

Backup and Restore

ARP

View ARP Table Clear ARP Table Send Gratuitous ARP

Copyright € Z0T-Z0TS™

e

ARP is used for mapping an IPv4
address to a physical address like a
MAC address.

IP Address, Hardware type and
address, Flags, Mask and Interface
table are displayed in the arp table
view.

L, Click to Clear ARP table of the unit or
to Send Gratuitous ARP

. Click to view the ARP table of the unit

o

FM’/ Pipe




SYSTEM CONFIGURATION

Used to configure or change system configuration of FatPipe MPVPN

# Home General Sz

. Check this box to synchronize with an
external time server.

, Uncheck this box to use the
Time defaulttime servers.
11118 [c]

BE |nterfaces Date / Time Properties

Host Name Domain Name

host domain Qate

L System

Session Timeout

» General » Input the time server hostname or IP.

TCP Timeout (min} UDP Timeout min) [Jusente

¥

Users

120 3 Time Zone

Active Directory Senvices
(emr-org :
L) Set NTP Time Server

M

Unit Failover Login Banner
SNMP

¥

[Juse custom Time perver

DHCP Server

Add NTP Server

Syslog

NetFlow

HostName

Down Delete NTP Server

Static ARP

Auto Configuration

BB Load Balancing

* The above NTP list is optinal, internal NTP list is used by default.

& Routing Copyright @ 2000-2016. FatPipe Networks Inc.

& Tools

« @ » F“?jf’ ipe

Used to configure various Administrative tasks

# Home Users System k:eul

BE Interfaces

Advanced Settings

Manage User accounts and

O system (E=En Privilege Max. GUI Connections (1-128) Account Lockout Threshold (0-99) access privileges ( more Info...)
Administrater  ADMINISTRATOR 7 | Concurrent Cannections 3 | Failed Attempts Account policy settings
General P Y 9
(more Info...)
m m Account Lockout Duration (0-60) Min. User Name length (1-14)
—_— . 5 Minutes g | Characters
» Active Directory Services 1 _ Specifyusername and
» UnitFailover Min. Password length (0-14) [w/] Reaquire Mixed Password password( more Info...)
» SNMP 8  Characters
» DHCP Server
» syslog LDAP Authentication
»  NetFlow Server Port
» HostName pdc.demain.com 29| x . i i
L Permitsto give a mixed
» StaticARP >
password( more Info...)
» Auto Configuration
» Maintenance [7] Enable CentralManager Secret Code [ Audit Logging

L
BB Load Balancing s

Enter the LDAP server's IP
— address and port information
# Tools ('more Info...)

Copyright © 2000-2016. FatPipe Networks Inc|

% Routing

This provides access to the
Central Manager Software
(' more Info...)

cCon FAijf;,c

v




USER CONFIGURATION

Used to configure various Administrative tasks

# Home

System

B Interfaces

User Name Privilege
0 System
Administrator

» General

v

Active Directory Services 1

ADMINISTRATOR

@mm

Advanced Settings

Max. GUI Connections (1-128) Account Lockout Threshold (0-99)

7 | Concurrent Connections 3 Failed Attempts

Account Lockout Duration (0-60) Min. User Name length (1-14)

5  Minutes 8 Characters

Manage User accounts and
access privileges

Specify username and

v

Unit Failover

» SNMP

v

DHCP Server

v

Syslog

NetFlow

v

HostName

v

Static ARP

Aute Configuration

Min. Password length (0-14) Require Mixed Password

8 | Characters

LDAP Authentication

Server

pde.domain.com

» Maintenance [] Enable Central Manager

Login
M Load Balancing &

Secret Code

[[] Audit Logging

# Routing

# Tools

Save

Copyright @ 2000-2016. FatPipe Networks Inc.

password

& Add User x

User Name

testuser

Set Privilege

® User Administrator

Set Password
Password
ssssssesnee

Confirm Password

rﬂT/f’fpc

USER CONFIGURATION

Used to configure various Administrative tasks

# Home Users

System | User

Bl Interfaces

User Name

Privilege
0 System
Administrator

» General

¥

Active Directory Services

ADMINISTRATOR

¥

Unit Failover

» SNMP

v

DHCP Server

v

Syslog

¥

NetFlow

HostName

Static ARP

¥

Aute Configuration

Advanced Settings

Max. GUI Connections (1-128) Account Lockout Threshold (0-99)

T Concurrent Connections 3 Failed Attempts

Account policy settings

Account Lockout Duration (0-60) Min. User Name length (1-14)

5 | Minutes 8 | Characters

Min. Password length (0-14) Require Mixed Password

8 Characters

LDAP Authentication

Server

pdc.domain.com

>

Maximum GUI Connections, sets
the limit on the number of
concurrent connections that are
allowed to the remote management
interface.

» Maintenance

[] Enable Central Manager

) Login
BB Load Balancing ®

Secret Code

[] Audit Logging

# Routing

# Tools

Copyright © 2000-2016. FatPipe Networks Inc|

Account Lockout Threshold
specifies the number of failed login
attempts allowed before locking out
the user.

Account Lockout Duration
specifies the number of minutes
before a user can attempt to login
again after being locked out.

FA'l'j P, ipe




USER CONFIGURATION

Used to configure various Administrative tasks

# Home Users

System

B Interfaces

User Name

Privilege

0 System
Administrator

ADMINISTRATOR
General

¥

Active Directory Services

¥

Unit Failover

» SNMP

DHCP Server

¥

syslog

¥

NetFlow

HostName

¥

Static ARP

¥

Auto Configuration

Advanced Settings

Account Lockout Threshold (0-99)

Max. GUI Connections (1-128)

7 | Concurrent Connections 3 Failed Attempts

Account Lockout Duration (0-60) Min. User Name length (1-14)

5 | Minutes 8 | Characters

Min. Password length (0-14) [V Require Mixed Password

8 | Characters

LDAP Authentication

Server

pde.domain.com

Will enable complex password
checking. Passwords for new user
accounts must contain a mix of
letters, numbers, and special
characters when this is enabled.

Permits to give a mixed

¥

Maintenance [[] Enable Central Manager

) Login
BB Load Balancing s

Secret Code

[ Audit Logging

# Routing

# Tools

Copyright @ 2000-2016. FatPipe Networks Inc|

password

FA'I’j Fipe

USER CONFIGURATION

Used to configure various Administrative tasks

# Home Users

System U :enl

Bl Interfaces

User Name

Privilege

D System
Administrator

mm

ADMINISTRATOR
General

¥

Active Directory Services

Unit Failover

» SNMP

v

DHCP Server

¥

syslog

v

NetFlow

¥

HostName

¥

Static ARP

¥

Auto Configuration

Advanced Settings

Max. GUI Connections (1-128) Account Lockeut Threshold (0-99)

7 | Concurrent Connections 3 Failed Attempts

Account Lockout Duration (0-60) Min. User Name length (1-14)

5 | Minutes 2  Characters

Min. Passward length (0-14) Require Mixed Password

8 | Characters

LDAP Authentication

Server

pdc.domain.com

¥

Maintenance

[ Enable Central Manager

e
B Load Balancing &

Secret Code

[[] Audit Logging

£ Routing

# Tools

Copyright @ 2000-2016. FatPipe Networks Inc|

The FatPipe Central Manager
Platform is a adjunct used
separately to manage multiple

FatPipes enterprise wide via one
interface.

con

» This provides access to the
Central Manager Software

FA??’I’{;,c




USER CONFIGURATION

Used to configure various Administrative tasks

# Home Users stem i) FatPipe uses Transport Layer
Alvancad Satt Security technology to ensure
0 5 . .
5 Interfaces vanced settings confidential data exchange between
2 system User hame Fidilzzz Max. GUI Cannections (1-128) Account Lockout Threshold (0-99) the LDAP server and the FatPipe in
- Administrator  ADMINISTRATOR 7 | Concurrent Connections 3 Failed Attempts order to  protect  sensitive
» General . . - .
m m m Account Lockout Duration (0-60) Min. User Name length (1-14) Informatlon, InCIUdlng the
o | Minutes o | Characters usernames, passwords and
» Active Directory Services prIVIques
% Unit Failover Min. Password length (0-14) Require Mixed Password
» SNMP 8 | Characters FatPipe offers two secure protocols:
»  DHCP Server TLS and SSLv3. TLS is an
» Syslog LDAP Authentication upgraded version of SSLv3. TLS is
» NetFlow erver fon used by default. The SSLv3 is only
) : used when TLS is not functional on
» HostName pdc.domain.com 389 X
) the server.
» StaticARP
» Auto Configuration

¥

Maintenance Secret Code [ Audit Logging

[] Enable Central Manager
Login

BB Load Balancing

Enter the LDAP server's IP
— address and port information

% Routing

) sove BE¥ [ Refresh

[& Tools

Copyright @ 2000-2016. FatPipe Networks Inc

« . » F“Tj}" ipe

Used to create profiles for Users

& Home Active Directory Services e e

Users | Groups  LoggediN Users

‘ B Interfaces

0 System Server Name 13 Port Base DN Group String. Windows APl .exg file to download into computer for
» having user name and passwords

» General — assigned to users.

» Users

Active Directory Services |

» Unit Fallover |, To add, edit or delete ADS server
» P swe information
» DHCP Server
» Syslog v Copyright @ 2000-2017. FatPipe Networks Inc| R o .
» Specify information about ADS server

» NetFlow D Add ADS Server x
» HostName

Server Name Server IP
» StaticARP
» Auto Configuration
» Auto Upgrade Server Port Base DN

MNumeric
% Maintenance '

. Group String [[JAuto deploy

BB Load Balancing <

[]Use FatPipe Windows API

o FatPipe Active Directories works to define who

are the users that can access FatPipe Ul and can
login using their existing credentials instead of
creating new user name and password for each
and every user.

« (] » F“Ifjf’i e




UNIT FAILOVER CONFIGURATION

Used to configure Unit Failover

o Unit Failover System | Unit Failove( .
ome ; » Selectthis to enable
i : unit failover. ( more Info...
HE Interfaces Enable Unit Failover Email Alert Settings j ( )
a Qsmem Failover —r — > Spemfy the failover group the
System unit belongs to. ( more Info...)
» Users cloup " ('more Info...)
N, G | — SMTP Server 23.68.92.12 .
ve Directory Services Specify the Access IP for
Afcess 192.168.10.1 Port 2 4 heartbeat / config syncing
» SNMP [/ Mask between peers. ( more Info...)
eer uni
» Syslog Specify the preferred role of the unit,
e TS |, which only applies when both units
% HostName IP Address Serial Number State are powerEd ON at the same tlme'
b StaticARP arthbat ('more Info...)
»  Auto Configuration Serial
> tentenance ! e Forces a Switch of Activity between the
B8 Load Balancing » 2 peered boxes in HA for maintenance
purposes.
# Routing
(27 ot Enable Stateful Failoverto
s > seamlessly failover sessions from
< Active unit to Standby unit ( more
It -
,  Choose Ethernet or Serial Interface to

exchange heartbeat packets ( more

Info...
save [l &% Refresh . ) . L
I » Displays which unit is backup
('more Info...)

« (%] ‘ Pﬂtz’ipe

* Stateful Failover will not work with PPPoE and DHCP configured WAN interfaces.

UNIT FAILOVER CONFIGURATION

Used to configure Unit Failover

Unit Failover System | Unit Failove|
 ome T » Selectthis to enable

. 5 unit failover.
B Interfaces E"ame Unit Failover Email Alert Settings

[[Istateful Failover

Sender e-mail

D System

admin@fatpipeinc.com

» General Local Unit Recelver e-mail .
sales@fatpipeinc.com

» Users

e SMTP Server
»  Active Directory Services ] 23.68.92.12

Access 192.168.10.1 Port 25 The phySiCﬁl setup consists  of

> SNHP 1P/Mask making each network segment on

» DHCP server sendbail the Fatpipe common between the 2

> syslog boxes from an electrical ethernet
5 METED Meeess | isnaeaioz _ perspective using separate
» HostName |P Address Serial Number State switches/VLAN’s (|E LAN would
» Static ARP have its own switch/VLAN with at
» Auto Configuration o) Ethemet Serial least 3 ports having membership,
» Maintenance tetece - WANl would ) have its own
B Load Balancing switch/VLAN with 3 ports, etc.)

Role

e Primary  Backup

£ Routing

& Tools

State

* Stateful Failover will not work with PPPoE and DHCP configured WAN interfaces.

o rﬂlfjl’fpe




UNIT FAILOVER CONFIGURATION

Used to configure Unit Failover

# Home

Unit Failover

HE Interfaces

0 System

» General
» Users
»  Active Directory Services

» Unit Failover

» SNMP

DHCP Server

syslog

NetFlow

HostName

¥

Static ARP

Auto Configuration

Maintenance

BB Load Balancing

£ Routing

& Tools

Enable Unit Failover
[stateful Failover

Group

10

Email Alert Settings

»  Specifythe failover group the

)

Access
1P/Mask

Access
P

Heartbeat

Serial

192.168.10.1

192.168.10.2

e Ethernet

Interface

State

Force to Standby

Sender e-mail

Receiver e-mail

SMTP Server

admin@fatpipeinc.com

sales@fatpipeinc.com

23.68.92.12
Port 25
Send Mail
IP Address Serial Number State

unit belongs to.

The Group ID uniquely identifies
the failover group. Both of your
failover units must use the same
Group ID.

I Valid range is 1-255.

* Stateful Failover will not work with PPPoE and DHCP configured WAN interfaces.

seve m

o

UNIT FAILOVER CONFIGURATION

# Home

BE Interfaces

D System

» General

» Users

»  Active Directory Services
»  Unit Failover

» SNMP

» DHCP Server

» syslog

» Netflow

» HostName

» Static ARP

»  Auto Configuration

» Maintenance

B Load Balancing

& Routing

& Tools

Used to configure Unit Failover

Unit Failover

System | Unit

Specify the Access IP for

Role

 Primary  Backup

State

Force to Standby

Enable Unit Failover Email Alert Settings
[[]stateful Failover Send "
ender e-mal admin@fatpipeinc.com

Local Unit Receiver e-mail Sales@fatpipeinc.com
Group
s 10 SMTP Server 2568920
Access 152.168.10.1 Port 2
1PMask

" Send Mail
Peer Unit
Access 192.168.10.2
P

1P Address Serial Number State

Heartbeat
o Ethernet Serial
Interface wthe

* Stateful Failover will not workwith PPPoE and DHCP configured WAN interfaces.

sove m

> heartbeat / config syncing
between peers.

Access IP/Mask uniquely identifies
each unit in a private subnet
common to both units and will be
used to access the unit when in
Standby mode.

con




UNIT FAILOVER CONFIGURATION

Used to configure Unit Failover

# Home Unit Failover System | UnitF,
[y— [stateful Failover Sender email .
» General Recelveremall o ec@tatpipeinc.com ,  Provide Email to get alerts.
» Users Group v
»  Active Directory Services D o SMTP Server 23.68.92.12
Access 192.168.10.1 Port 25
» SNMP IP/Mask
> sysos e Email Alert Settings allows you to
> NetFlow ; 192.163.10.2 specify email information so an
% HostName IP Address Serial Number State email Can be Sent Whenever failover
T galbes occurs. This email will be sent from
»  Auto Confi i . - -
o Sorngsrsen Dthemet seral the box assuming the active role.
»  Maintenance
Interface ethe
B Load Balancing

Role

e Primary | Backup

£ Routing

& Tools

State

* Stateful Failover will not work with PPPoE and DHCP configured WAN interfaces.

& - o

con Faryc

UNIT FAILOVER CONFIGURATION

Used to configure Unit Failover

# Home Unit Failover Syatem | Ut

B Interfaces

Email Alert Settings

Enable Unit Failover

[]stateful Failover .
0 System Sender e-mail admin@fatpipeinc.com
» General Local Unit Receiver e-mail sales@fatpipeinc.com
» Users Group

10 SMTP S«
»  Active Directory Services ] enver 23.68.92.12
5 SID 1P/Mask
» DHCP Server » Send Mail
(o] | |

» Syslog Specify the preferred role of the unit,
v e WSS |, vrich o aples vhen both uis
» HostName P Address Serial Number State are powered ON at the same time.
»  Static ARP Heartbeat
»  Auto Configuration o Etherhet Serial
» Maintenance

Interfacd ethe

BB Load Balancing

# Routing

Role One unit will be set as Primary

and the other as Backup. The role
only applies when both units are
powered on at the same time. The
unit marked as Primary will go to
the Active state and the unit marked
as Backup will go to the Standby
state.

@ Tools o Primdry  Backup

* Stateful Failover will not workwith PPPoE and DHCP configured WAN interfaces.

cow Farrye




UNIT FAILOVER CONFIGURATION

Used to configure Unit Failover

& Home Unit Failover System | Unit Failove

B Interfaces Enable Unit Failover Email Alert Settings

QS(E(E’U\ Failover

Sender e-mail

L system

» General iver e-malil i

admin@fatpipeinc.com

» Users Gfoup

10 SMTP Server
»  Active Directory Services I 23669212
» Unit Failover Abcess 192,168,101 Port 25
» SNMP Haske

Send Mail 1

» DHCP Server Enable Stateful Failover to ensure
» Syslog

Afcess

all sessions from the Active units
NetFlow i 1eaacet02 _ are failed over transparently to the

HostName IP Address serial Number State

Standby unit in case of failure of
Active unit

Auto Configuration

¥

¥

¥

Ethernet Serial

Interface ths

¥

Maintenance

BB Load Balancing

£ Routing Role

& Tools

= -
Enable Stateful Failover to

s > seamlessly failover sessions from
ate

_ Active unit to Standby unit

* Stateful Failover will not work with PPPoE and DHCP configured WAN interfaces.

o raffme

UNIT FAILOVER CONFIGURATION

Used to configure Unit Failover

& Home Unit Failover S |/
[ stateful Failover Send. it

0 System ender e-mal admin@fatpipeinc.com

> General Receiveremail | or o dccom

»  Users Group

»  Active Directory Services L] 1 SMIP Server 23.68.92.12
Access 182.168.10.1 Port 25

» SNMP IP/Mask

> Syslog This option indicates the physical
> atlow b e [ peertpis ] interface that heartbeats  traverse.
» HostName IP Address Serial Number State Choose Ethernet to exchange the
> StaticAr heartbeat packets over the Ethernet
O (DT « Ethernet Serial interface.  Choose  Serial to
> Maintenance et o~ exchange !he heartbeat packets over
B9 Load Balancing the Serial interface.

Role

 Primary  Backup

# Routing

@ Tools

State

Force to Standby

* Stateful Failover will not work with PPPoE and DHCP configured WAN interfaces.

»  Choose Ethernet or Serial Interface to
exchange heartbeat packets

EEm B
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UNIT FAILOVER CONFIGURATION

Used to configure Unit Failover

# Home Unit Failover S
[]stateful Faitover ;

O System Sender e-mail admin@fatpipeinc.com

» Users Group

»  Active Directory Services D 1 SMTP Server 23.68.92.12
Access 192.168.10.1 Port 25

» SNMP IP/Mask

» DHCP Server - Send Mail " "

5 = The Peer Unit shows details about
» HostName IP Address Serial Number State I

5 [EOETEEED ot o The IP address of t_he backup u_nlt is
> Maintenance o the Access IP. Serial Number is the

) e <the Serial Number of the Peer Unit.
B8 Load Balancing N
S The State could be displayed as
<) e Role "Up," "Backup," or "Down." If it is

 Primary  Backup

marked as Down, it means the unit
is no longer detected.

@ Tools

State

* Stateful Failover will not work with PPPoE and DHCP configured WAN interfaces.

——»  Displays which unit is backup

« @ » PAT Pipe

SNMP TOOL

Used to setup and manage SNMP

v

Specify a system name.

v

# Home SNMP SEIm== Specify a Location.

v

HE Interfaces Specify an e-mail address.

Enahted

Specify a community name and
one or more |IP addresses that will

D System

System Name

» General fatpipe receive the trap. ( more Info...)
Enable T
» Users System Location unknown e ra.
» Active Directory Services Trap Community Name Specify a list of community
Contact EMail public L Nhames that will be used to
> UnitFailover TppoETatpipemnc.com Destination IP Address " access FatPipe SNMP
152.168.0.161 information. ( more Info...)
» DHCP Server
Community Name Access m m
» Syslog
public Read
»  NetFlow
» HostName m Ce ity Name
» StaticARP publid X ‘

»  Auto Configuration
» Maintenance "
)
*Pop-fip blacking software on your machine may prevent this feature from functioning. Please disable them while viewing

BB Load Balancing (S

Save Refresh
Click on this button to download

@ Tools TyrEht Fatfipritemor=tm——  our custom FatPipe MIB.
( more Info...)

« @ » Pﬂ?jf’ipe




SNMP TOOL

Used to setup and manage SNMP

» Active Directory Services
» UnitFailover

» DHCP Server

» Syslog

» NetFlow

*» HostName

» StaticARP

» Auto Configuration

*» Maintenance

BB Load Balancing

% Routing

# Home SNMP System | SNMR
B Interfaces Enabled

0 System

» General System Name fatpipe

> Users System Location unknown Encble Tra

Trap Communi

y Name

) public
Contact EMail support@fatpipeinc.com

Community Name

Destination IP Address

A m

192.168.0.161

Access

Read

[
FatPipe MIB®

*Pop-up blocking software on your machine may prevent this feature from functioning. Please disable them while viewing the FatPipe
e

~
= HERE

public

& Tools

Copyright © 2000-2016. FatPipe Networks Inc

Specify a community name and
— one or more IP addresses that will
receive the trap.

The Fatpipe will send an SNMP
trap to alert you when there is a off
normal  condition. Community
name and one or more IP addresses
of a network management platform
that will receive the trap must be
specified

con

Fﬂlffl’i e

SNMP TOOL

Used to setup and manage SNMP

The community List has a default
community name, “public," with
read only access available. To add

»  Auto Configuration

» Maintenance

BB Load Balancing

% Routing

community names, click on the Add
button and Edit, Delete to perform
respective tasks.

Specify a list of community
names that will be used to

access FatPipe SNMP
information.

Name

« ome SNMP System | SN

b
BE Interfaces [W]Enabled
D System
> General System Name fatpipe
N [V Enable Trap

== System Location

unknown Trap Community Name
» Active Directory Services
Contact EMail publi
" . ontact all >

»  Unit Failover uppor PlpEinc.com Destination IP Address "
» SNMP 192.162.0.161
» DHCP Server
5 @& Community Name Access Add E

yslog
» NetFlow I fead
» StaticARP pUblid

d

FatPipe MIB*

*Pop-up blocking software on your machine may prevent this feature from functioning. Please disable them while viewing
MIB.

& Tools

Copyright © 2000-2016. FatPipe Networks Inc
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»

»

»

»

»

»

»

»

»

# Home

Bl Interfaces

L0 System

General
Users
Active Directory Services

Unit Failover

» SNMP

DHCP Server
Syslog

NetFlow
HostName
StaticARP

Auto Configuration

Maintenance

B Load Balancing

£ Routing

& Tools

SNMP TOOL

Used to setup and manage SNMP

SNMP

System | SNME

Ermbled

System Name

System Location

Contact EMail

Community Name

public

fatpipe

Enable Trap

Trap Community Name

unknown

public
support@fatpipeinc.com Destination IP Address

192.168.0.161

FatPipe MIB®

*Pop-fip blocking software on your machine may prevent this feature from functioning, Please disable them while viewing the FatPipe

MIB.

This MIB can be imported into your
local SNMP  based network
management platform, where you
can configure how your platform
interoperates with the Fatpipe.

Click on this button to download

—rizr e

«con

» our custom FatPipe MIB.

rﬂlfjl’f pe

»

»

»

»

»

»

»

»

# Home

B8 Interfaces

D System

General

Users

Active Directory Services
Unit Failover

SNMP

erver

Syslog
NetFlow
HostName

Static ARP

Auto Configuration

Maintenance

B8 Load Balancing

# Routing

& Tools

DHCP SERVER

Used to setup and manage DHCP server

DHCP Server

System | DHCP Se

Global Options:

Network Mask Range Start RangeEnd LeaseTime Broadcast Router Domain Name Domain Name Servers Options

EEm e

Copyright © 2000-2016. FatPipe Networks Ing

FatPipe DHCP server allows you to
configure the built-in DHCP Server
to assign IP addresses to devices on
your local area network (LAN).

To add a DHCP

con

subnet

Fav Pipe




DHCP SERVER

Add and manage DHCP server

& Add/E dit DHCP Subnet

Broadcast

Mask Default Gateway IP

192.168.0.0 255.255.255.0 102.158.0.254 180 16,0055
Lease Time (Seconds) Domain Name
10000 corp.example.com

Network address of subnet that DHCP
will assign from

Broadcast IP of this subnet

Subnet mask of the this network

(Sef 0 forinfinite lease)

IRange (Start:End) Domain Name Servers

2.1‘1&.0.1* 192.168.0.49

2dd | Edie | Delete

Option
w oo ]

o

- I '

Gateway IP address to be assigned

The starting IP address for the DHCP
range to be assigned

Domain name given.

The last IP for the DHCP range to be
assigned.

IP address of the preferred DNS
servers in hierarchical order.

The amount of time a DHCP client may
have an IP address before it is required
to renew the lease.

hﬁm

DHCP SERVER

Used to view Leases

& View Leases

Hostname IP Address Expires MAC Address Remaining Time

* Remaining Lease Time depends on the System Time.lf the system time was changed after a lease was handed out then

the correct value will be displayed only after the next renewal.

- Caac

The Revoke button is used to cancel the

—> |ease for a specific LAN device, and
releases the entry from the lease table
('more Info...)

Click Refresh button to update the

View Lease table

o
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DHCP SERVER

Used to view Leases

& View Leases

Hostname IP Address Expires MAC Address Remaining Time

* Remaining Lease Time depends on the System Time.lf the system time was changed after a lease was handed out then
the correct value will be displayed only after the next renewal.

T m m

The Revoke button is used to cancel the
—> |ease for a specific LAN device, and
releases the entry from the lease table

Use the Revoke button for maintenance
purposes or if the device no longer needs the
leased IP address.

o Fﬁffl’{pe

SYSLOG

Used to Configure Syslog Server

# Home Syslog SEE SRR
BE Interfaces Remate Syslog Event Triggers The IP of the host that the Fatpipe
—  will send Syslog flows to (more
0 System ServerIP 1020111 Authentication Blocked Packets Info...)
CPU Usafe o |
» general Server Port . Theremote syslog server port
> Users Memory [hreshold U P ~ number ( more Info...)
»  Active Directory Services L. N
- Disk Spafe Threshold . Ifthis is enabled, a log message will be
s . senttosyslog server giving information
Common Log Level emerd " about the login and logout time of a
> DHCP server user to a particular IP
= Save (5] lefresl .. .
» NetFlow s If this is enabled, a log message will be
» HostName sent to syslog server giving the
» StaticARP Copyright! 2015-Fasipaiasuacked » information about the packets source,
» Auto Configuration destination and type _that are bgujg
s Maintenance dropped by the FatPipe via policies
BB Load Balancing . .
Syslog is a standard for forwarding
& Routing log messages in an IP network. In
& s order to take_ advantage of this
feature, a running syslog server on a

host reachable from the FatPipe is
necessary.

aon FAT v




SYSLOG

Used to Configure Syslog Server

# Home Syslog

HE Interfaces Remote Syslog Event Triggers

> The IP of the host that the Fatpipe
will send Syslog flows to

Server IP Blocked Packets

Authenticaf

CPU Usage

10.2.0.111

0 System

» General Server Port

» Users Memory Threshold

» Active Directory Services

» UnitFailover Disk Space Threshold
» SNMP
Comman Log Level
» DHCP Server

» Syslog

Copyright € 2000-2016. FatPipe Networks Inc

»  NetFlow

» HostName
» Static ARP
»  Auto Configuration

»  Maintenance

BB Load Balancing

4 Routing

& Tools

SYSLOG

Used to Configure Syslog Server

# Home Syslog T

HE Interfaces

D System Server IP 102.0.111 Authentication Blocked Packets
CPU Usage s %

> General Server Port The remote syslog server port

> Users Memory Threshold s % number

» Active Directory Services

» Unit Failover Disk Space Threshold s |%

» SNMP
Commen Log Level emers

% DHCP Server

»  NetFlow

Copyright @ 2000-2016. FatPipe Networks Inc

» HostName
» Static ARP
»  Auto Configuration

%  Maintenance

BB Load Balancing

4 Routing

& Tools




NETFLOW

Used to Configure NetFlow

# Home

NetFlow

NetFlow

System

Bl Interfaces

0 System

»

General

v

Users

¥

Active Directory Services

Unit Failover

SNMP.

‘nable Remote Netflow Reporting
/| Enable R Netflow Reporting,

FatPipe NetFlow allows you to
export traffic statistics using Netflow
protocol.

Enable NetFlow

FatPipe Source IP

>

« Versions
Version 9 >
FatPipe Source P 1, 000 o0 _J R
J !

Remote Netflow ., 1010000
Server IP

Remote Netflow oo

Server Port

DHCP Server

syslog

» NetFlow

» HostName
> StaticARP
» Auto Configuration

» Maintenance

BB Load Balancing

# Routing

& Tools

Copyright © 2000-2016. FatPipe Networks Inc

con

NetFlow Flow collector IP

Remote NetFlow server port number

HOSTNAME

Used to Configure Hostnames with IP addresses

Y e Hostname System | Hostnamdl
HE Interfaces
Search:

D System

Hostname Address
»  General

No data available in table
» Users
, - Kevin Mitnick 10.33.0.13

»  Active Directory Services

Gary McKil 10.33.0.14
»  Unit Failover ary Hckinnon
5 GIT Jonathan James 10.33.0.11
» DHCP Server
»  Syslog

yslog < >

»  MNetFlow

» Static ARP
» Auto Configuration

» Maintenance

Enter Hostnames in your LAN
and their IP addresses. These

» Hostnames will be displayed
in addition to the IP addresses

in ‘Traffic Logging Info’

.exe file to download into computer for
having user name and passwords
assigned to users.

ol e

BB Load Balancing

4 Routing

& Tools

Copyright @ 2000-2018. FatPipe Networks Inc
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AUTO CONFIGURATION

Used to configure policies between two locations

# Home Auto Configuration

site: HQ System | Auto Config z.-‘l

B! Interfaces Management Configuration

» Select devices from the added list

Auto Configuration

Device Name []Policy Routing Rule [ ]MPSec [ JVPN []Web Filter

» Add FatPipe device from other

Device T

D system ovce ype —
BRANCH [v

» General

» Users Server Name Server [P Address

Active Directory Services

Polling Interval (Secs) 10

location.

server Keys

[] Enable Central Mangser Login
Secret Code

. To have the features configured
® automatically.

Server Name

» Auto Configuration

> Auto Uy d
o tperade Server IP Address

» Maintenance

[]eneral

Keys

5 Unit Failover ooam|m
> snup “Each P shluldbein separateine
> DHCP Server
ote:ci 3

> syslog
> NetFlg - .

o Add Multiple Server Configuration X
> Hostame
» Static ARP

\4

DR site FatPipe credentials

& [a

Copyright ® 2000-2017. FatPipe Networks Inc|

Enable Central Manager login with
Secrete Code.

v

Used to automatically configure Policy Routing Rules,
MPSec, VPN, Web Filter between two FatPipe
devices. By giving DR site FatPipe information and
select what needs to be configured, we can avoid
configuring policies manually at each and every
location.

’ﬂ?jpf pe

REBOOT / SHUTDOWN

# Home Maintenance

Used to reboot or shutdown the system

System | Maintenance

EE Interfaces

L System

» General |

Selectto do an

Ce ht © 2000-2016. FatPi Networks Inc. . -
i i »  immediate reboot or

» Users

Active Directory Services

v

Unit Failover

v

SNMP

DHCP Server

syslog

NetFlow

v

HostName

StaticARP

Auto Configuration

» Maintenance

B Load Balancing

4 Routing

& Tools

shutdown

I’Afff’f pe




LOAD BALANCING CONFIGURATION

# Home
B Interfaces
0 System

B Load Balancing

» Algorithms
Route Test
SmartDNS
TCP Congestion Control
Site Load Balancing

Server Load Balancing

# Routing
# Tools
& Orchestration

[l EnterpriseView

Used to specify a method for Load Balancing

Algorithms

Load Balancing | Algorithms

« Round Robin
Response Time
Fastest Route

Weighted

rotating order.

Choose a method for load balancing

Round Robin algorithm balances sessions in & simple

.

X

Copyright @ 2000-2016. FatPipe Networks Inc.

con

» Four methods of Load Balancing:

Round Robin
Response Time
Fastest Route

Weighted

Click on each method for more Info...

l-'Aj‘fl’r e

LOAD BALANCING CONFIGURATION

# Home
HE Interfaces
5 Gyt

B Load Balancing

Algorithms

Route Test

SmartDNS

TCP Congestion Control
Site Load Balancing

Server Load Balancing

# Routing

(# Tools

[ Orchestration

[l EnterpriseView

Used to specify a method for Load Balancing

Algorithms

Load Balancing | Algorithms

* Round Robin
Respanse Time
Fastest Route

Weighted

rotating order.

Choose a method for load balancing

Round Robin algorithm balances sessionsin a simple

ave | €% Refresh

Round Robin

Copyright € 2000-2016. FatPipe Netwarks Inc.

Round Robin configures FatPipe
MPVPN to send sessions down
links in rotating order. This method
is recommended for similar speed
connections to the Internet, even if
the connections are not of the same
ISP (e.g. two similar speed
fractional T1s and a DSL line).

FA'I'/I’ ipe




LOAD BALANCING CONFIGURATION

# Home

BE Interfaces

D System

EB Load Balancing

» Algorithms
Route Test
SmartDNS
TCP Congestion Control
Site Load Balancing

Server Load Balancing

% Routing
& Tools
&3 Orchestration

|l EnterpriseView

Used to specify a method for Load Balancing

Algorithms

Load Balancing ~ Algorithms

® Round Robin
Response Time
Fastest Route

Weighted

rotating order.

Choose a method for load balancing

Round Robin algorithm balances sessions in a simple

e - Joes

Response Time

Copyright © 2000-2016. FatPipe Networks Inc.

Response Time will balance traffic
based on each link’s average
response time for Internet requests.
This method is recommended for
unequal speed connections. The
link with the smallest syn/syn-ack
time delta will be used more often
with Response Time.

FaTjP ipe

LOAD BALANCING CONFIGURATION

# Home
Bl Interfaces
D System

B Load Balancing

» Algorithms
Route Test
SmartDNS
TCP Congestion Control
Site Load Balancing

Server Load Balancing

# Routing

& Tools

& Orchestration

|l EnterpriseView

Used to specify a method for Load Balancing

Algorithms

Load Balancing  Algorithms

« Round Robin
Response Time
Fastest Route

Weighted

rotating order.

Choose a methad for load balancing.

Round Robin algorithm balances sessions in & simple

Fastest Route

Copyright © 2000-2016. FatPipe Networks Inc.

Fastest Route will balance traffic on
a per-destination host basis.

Syn packets get sent out of all
interfaces, which ever interface’s
syn-ack “wins the race back” will
get used here.

cCon
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LOAD BALANCING CONFIGURATION

# Home
B Interfaces
0 System

B Load Balancing

» Algorithms
Route Test
SmartDNS
TCP Congestion Control
Site Load Balancing

» Server Load Balancing

# Routing
# Tools
3 Orchestration

[shl EnterpriseView

Used to specify a method for Load Balancing

Algorithms

Load Balancing ~ Algarithms

Weighted

rotating order.

Choose a method for load balancing

* Round Robin
Respanse Time

Fastest Route

Round Robin algerithm balances sessions in  simple

Weighted

Copyright @ 2000-2016. FatPipe Netwarks Inc.

Weighted will balance traffic on a
arbitrary percentage rise basis in
comparison from 1 interface to
another (opposite of costing)

If you were wanting to weight
based on available bandwidth &
had a 1.5mb T1; a 7mb DSL link;
and a 50mb cable link you could
weight 1, 7, and 50 accordingly.

FA'I’/ Pipe

ROUTE TEST CONFIGURATION

# Home

B8 Interfaces

D System

BB Load Balancing

» Algorithms
Route Test
SmartDNS
TCP Congestion Control
Site Load Balancing

Server Load Balancing

¥ Routing
& Tools

LA Orchestration

Il EnterpriseView

Used to test the availability of the Internet (WAN) connections

Route Test

Load Balancing | Route

sl

Route Test Sites

Interface

WAN 1

WAN 2

WAN 3

WAN 4

WAN 5

site1
www.yahoo.com:80
www.yahoo.com:a0
www.yzhoo.com:0
www.yahoo.com:80

www.yahoo.com:80

Site 2

www.cnn.com:B0

www.cnn.com:80

WWW.CNN.COM:B0

WWW.CN.COM:B0

www.cnn.com:80

Site 3

www.google.com:20
www.google.com:20
. google.com:20
. google.com:20

www.google.com:20

B,

WAN Metrics Host :

8.8.8.8

D Edit Route Test Site x

Interface : WAN 3

Host Name/IP

Port

wunw.yahoo.com

20

wunw.cnn.com

a0

wunw.google.com

80

> Add the details about the

interface to all Sites

FatPipe MPVPN tests connections
to the router, to the Internet Service
Provider, and to a maximum of
three user-specified sites on the
Internet. Each site can be specified
using a domain name or an IP
address.

r“?jf’ifu'




SMARTDNS CONFIGURATION

SmartDNS with master zone information  smartDNS is a patented technology
that provides inbound load balancing
# Home SmartDNS [ st | e 0 and inbound redundancy to public
facing servers in the LAN.

HE Inter: Zone Information:
Search: | Click to Import zone files to
EEE SmartDNS
Zone Name Type
- Domain Name Records File
BB Load Balancing
No data available in table ) )
Algorithms . . Click to export DNS zone files
couteTest locally
Refresh Expire Retry T
TCP Congestion Control
Site Load Balancing
Sarver Load Balancing <4|7) “1
& Routing < Selecta Zone Type
— . Selectthe option
Stove >
Z T J — Master
(=] ion

ldl EnterpriseView

- Tocreate a

= " master zone
- coea

Py rE ml

View the record of SmartDNS
statistics for all the zones

> Click to configure advanced settings

con Farye

SMARTDNS CONFIGURATION

Domain Name, Master Server, Email Address information for master zone

Zone name
& Crezte a zone %
Primary Name Server
Domain Name Master Server
example.com. nsl.example.com.
> Administrative Contact
Records File Email Address
db.example.com. adm.example.com.

SOA values for your zone
Zone Parameter(in Seconds): > (rarely do you need to
change the defaults)

Refresh
28800 Interval for slave servers to refresh the data.
Expire
504800 Interval for slave servers to retry refresh failure.
Retry
7200 Time before slave servers expire data after refresh and retry failure. > To add the record
information for master zone
TTL
10 Time-Tg-Live (cache time)

« € * rﬂl'l_'jf’fpc




SMARTDNS CONFIGURATION

Create record information for master zone

Click on any one of these
buttons, to configure different
types of records for master
zone

& Create a zone

Name Name Server TTL

et | |
E T |
E——— :

m

» Add/Edit or delete record
information

To show SmartDNS configuration
> with master zone record
information

« . » F“Tj}" ipe

SMARTDNS CONFIGURATION

Create record information for master zone

& Home SmartDNS Load Balanging _ SmariDI]

i Interfaces Zone Information:

Search:

ZoneInfo | DNSSEC | A | NS | MX | CNAME | PTR | TXT SPF | DNAME | AARA

D System

Zone Name Type
B Load Balancing

No data available in table
oo
Algorithms

Route Test
SmartbNs & Create/Edit "SRV’ Record x
TCP Congestion Control R » Enter the host name
Site Load Balancing _sip._tls.example.com Priority determines in
Server Load Balancing < > what order the client
[ Joetam ; ;
_ should use which serverif
# Routing “ m " there is more than one
- 1 SRV record for a given
 Tools — service
20 _— Port determines the
strati Im) Export . .
Slemtmmten =3 . number, the service is
Weight " run through on the
ldil EnterpriseView 2 . P
machine providing it
Port I If 2 SRV records exist
8080 — for the same service
. . atthe same priority,
areet " traffic will be directed
sip.example.com — . .
to them in proportion
to the weight
Target host this traffic
should go to

‘ @ ‘ FA'I'/P ipe




SMARTDNS CONFIGURATION

Using DNSSEC to secure master zone

& Home SmartDNS Toad Balancing | SmariDNS Tg En;ble DNSSEC functionality,
» click this checkbox ( more Info...)
BE Interfaces Zone Infor nation: . December 2016 N
Search:
ZoneInfo E 3 A | NS | MX [ CNAME | PTR | TXT | SRV | SPF | DNAME | AARA Su Mo Tu We Th Fr Sa

0 System

Enable DNSSEC .
& Load Balancing Zoneame Type 0 s e e s

Nodata available in table

\4

Algorithms

Key roll-over duration

Sign Zone at
Route Test KSK Years ZSK 49 Date

SmartbDNs Days

TCP Congestion Control

N
Email Settings

Site Load Balancing

Server Load Balancing

# Routing . . :
& Configure Email Settings 1 52
# Tools
v v

& Orchestration

Sender e-mail

Ll EnterpriseView sender@fpbox.com v

Receiver e-mail - Key ®

admin@fatpipeinc.com

PP G 2iAScpb + *MIPSUBRG JVOIHS* 1 YIWE GMIsbbYhiGLE 33IPmoXQpx
SMTP Server I TaBMbnREZHUSEEUcOL: BN DgMThBF PUgtGxE U0 MILFB:x(prijhbods ZNghi
—— 0P mivys TZ g4 ECiOkgz vORBnpOQhl*i20 XS 0BULCSGUWC|20F Husl u
ST+ +CVA4GWIGJaY HO +2pOY 1WWWWWIGQAN4ET+ Fr++MUQYKCSifs10DgquU9
S GIR TUMX 2ENRMZus] AcFx2jyPjdwGvdimkTIDWmOmENIgHIGiyWim2iiH1
Port FCUQAXZMObSIUy B+ TeEqRDDZU=

25 ‘ 1

v oK % Copy to Clipboard

Click on each box for more Info...
o Fa'l_'/m,w

10.0.0.11

SMARTDNS CONFIGURATION

Using DNSSEC to secure master zone

———————  To Enable DNSSEC functionality, click
@ Home SmartDNS Ex * 7] this checkbox

B Interfaces Zone Infor nation:
Search:

Zone Info [[RIE 320 A | NS | MX [ CNAME | PTR SRV | SPF | DNAME [ ARRA

O System

BB Load Balancing Zone Name Type [Jenablednssec

No data available in table

Algorithms

Key roll-over duration

Sgnaer=at The Domain Name System Security

Extensions (DNSSEC) deals with
cache poisoning and a set of other DNS
vulnerabilities such as "Man in the
) Middle* attacks and data modification
Sdm"mg P > == 55 in authoritative servers. Its major
=23 objective is to provide the ability to

validate the authenticity and integrity

En B3 of DNS messages in such a way that
2N N tampering with the DNS information
Wl EnterpriseView anywhere in the DNS system can be

detected.

Enter the KSK rollover duration in
years (by default it is 1 year). Enter
ZSK rollover duration in days - usually
it is 90 days.

Route Test KSK Years ISK | 5o

SmartDNS Days

TCP Congestion Control

Site Load Balancing

~

& Tools

L Orchestration

Copyright © 2000-2016. FatPipe Networks Inc.
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SMARTDNS CONFIGURATION

Using DNSSEC to secure master zone

& H SmartDNS Load Balancing ~ SmartDNS
ome

Zone Information:

Bl Interfaces
Search:
Zone Info [PURZM A | NS | MX | CNAME | PTR | TXT | SRV | SPF | DNAME | AAAA

0 System

Enable DNSSEC = or
B LoadSalanin zoneame e || O

Algorithms No data available in table

Key roll-over duration

Sign Zone at
Route Test KSK Years 75K | 3

SmartDNS Days

TCP Congestion Control

Site Load Balancing

Server Load Balancing

w

as @ Configure Email Settings

Email Alert Settings

Sender e-mail

£+ Routing

& Tools
L Orchestration

ldil EnterpriseView sender@fpbox.com

admin@fatpipeinc.com

SMTP Server Copyright @ 2000-2016. FatPipe Networks Inc.

10.0.0.11

oo Enter a valid email address to notify
the System Administrator about the

rollover and then Save to generate the
Key, the Signing Key and the Zone

v 0K signing key.

« @ » FaTij e

SMARTDNS CONFIGURATION

Using DNSSEC to secure master zone

# Home SmartDNS Load Balancing | SmartDNS
HE Interfaces Zone Information:
Search: - - - -
O system Zone Info DNSSEC MX | CNAME | PTR | TXT | SR | SPF | DNAME | Adan The Signing Key and the Zone signing
Key are generated once the email
9 Load Balancing Zone Kame Type [enastcpussee settings are saved. Click on Get Key
Algoritoms Hodata avallablein table Key roll-over duration Sign Zone at button to get the KSK for the zone that
Route Test KSK g Years Z5K | 5 was generated.

SmartDNS Days

After the KSK duration is expired, a
new KSK is generated and the zone

Server Load Balancing [ cortsrs [ ey | needs to be resigned.

£ Routing

TCP Congestion Control

Site Load Balancing

Ad

& Tools

& Orchestration

EEI [
EEE v

[l EnterpriseView

HP G A cpb » v MIdFPsuBR g SHDIHS « 1 YhwEGMIebbYhiGLC33IP moX Qpx

TaBMbnREZHUBSEEucOLcBN OgMThEF PUgG=ELDMILFECprijhbodsZMNgli
(0P mivy+ TZ3Wg4 ECilkgz vORBnpOOhl+i203S0BuMCs GuwCj20F HusL u
ST+ +cVA4GYWITE JaYHO +12pOY1VWWWWIGQ4AN4ET+ Tr++MUGYKeSiIfs1MDgU9
S OIR T UV 2BNRM2US] ACFE 2P SWGYVEIMKTIDVMOMSNIGNIGWIM 2iH1
FCUQ#AZmobSUly 8+ TeEqkDDIU=

s FAij’i;w




SMARTDNS CONFIGURATION

# Home
BI Interfaces
0 System

B8 Load Balancing
» Algorithms
Route Test
SmartDNS
TCP Congestion Control
site Load Balancing
Server Load Balancing
% Routing
@ Tools

L3 Orchestration

lshl. EnterpriseView

Using DNSSEC to secure master zone

December 2016

SmartDNS Load Balancing  SmartDNS
Zone Information: .
Search:
Zone Info [DUEEEY A | NS MX‘CMAME‘PTR|W‘SR‘I|SPF‘DNAME‘MM Su Mo
f u o
No data available intable Key roll-over duration Sign Zone at

FERT)
25 2
12

~

11

v

Copyright @ 2000-2016. FatPipe Networks Inc.

con

To sign the zone, select the date and
time and click the Sign Zone button.
The zone signing will happen at the
date and time specified

FA'I’/ Fipe

SMARTDNS CONFIGURATION

# Home

Bl Interfaces

TCP Congestion Control
Site Load Balancing

Senver Load Balancing

il EnterpriseView

SmartDNS with slave zone information

SmartDNS m Losd Balancing ;---;-ri
Zone Information:
Search:
Zone Name Type

Mo data available in table

Domain Name

& Create a zone

Records File

Selecta Zone Type

Master_l

»  Primary Name Server

o Save |

» Select the option Slave

» Tocreate a slave zone

Copyright € 2000-2016. FatPipe

F“T/ Pipe




SMARTDNS CONFIGURATION

Domain Name, Master Server IP address and Records File information for slave zone

reate a zone x

Domain Name

slave.com. > Domain name for the zone
Master Server » Master Server IP address
Master Server

11.22.33.2

» Records file information
Records File

db.slave.com.

To show SmartDNS

» configurationwith slave
m zone record information

s Fﬂ:’jf’ipc

SMARTDNS CONFIGURATION

Zone transfers information

 Home SmartDNS m LoadBalancing _ smari0id]  If you have slave servers that will
initiate zone transfers, then
enable “Allow Zone Transfers”.

B Interfaces Advanced

>
Search: If you want to allow zone
00 System Zone Transfer transfers from any IP in the
- internet, choose “Any IP”
Allow Zone Transfers
B Load Balancing Zone Name Ty
_— FROM: AnyIP Specify

Algorithms Mo data available in table IPs

Route Test slave.com Slave Add

SmartDNS m

Del

TCP Congestion Control |

Site Load Balancing Interface-To-Network Mapping

Server Load Balancing Site Name Interface  Metwork Address/Mask Role  Weight

< >
© s oo
& Tools
]
L Orchestration * Pop-up blocking software on your machine may prevent this feature from
|

B E

Copyright © 2000-2018. FatPipe Networks Inc
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SMARTDNS CONFIGURATION

# Home
BE Interfaces
D System

Load Balancing

Algorithms

Route Test

SmartDNS

TCP Congestion Control
Site Load Balancing

Server Load Balancing

## Routing
& To
I3 Orchestration

EnterpriseView

Zone transfers information

SmartDNS

Search:

Zone Name Ty

No data available in table

slave.com Slave

Zone Trenster

[ Allow Zone Transfers

FROM: AnyIP e Specify
1Ps

9.6.7.6/32

Delete

Interface-To-Network Mapping
Site Name Interface  Network Address/Mask Role  Weight

m

* Pop-up blocking software on your machine may prevent this feature from

functioning. Please disable them while viewing the Statistics.

Create an ACL for only
specific IP’s to be able
to perform zone
transfers

—>

Add/Edit/Delete IPs from
— which zone transfer should
be allowed

Copyright © 2000-2016. FatPipe Networks Inc

con

# Home
HE Interfaces
D System

B8 Load Balancing

Algorithms

Route Test

SmartDNS

TCP Congestion Control
Site Load Balancing

Server Load Balancing

## Routing
& Tools

L Orchestration

|l EnterpriseView

SMARTDNS CONFIGURATION

Interface-To-Network Mappings

SmartDNS m Load Balancing ~ SmartDN )
Advanced
Search:
Zone Transfer
[ Allow Zone Transfers

Zone Name Ty

No data available in table

slave.com Slave

< >

“ femeve
m

The mappings are used as
a filtering table, so when a
WAN link takes a hit,
effected addresses can be
filtered off before we
advertise them

Used to assign a role to
this particular mapping;

— Backup links only get used

when all of the primary
links have gone down

. Select the particular

FROM: AnyIP e Specify
IPs

9.6.7.6/32

dit Network Mapping

Site Nanfe Interface
Interface-To-Network Magpin,
PINE| | hoose] WAN1

SiteName  Interface| M N

Role weight

Primary 1

m Network IP Address/Masks
20.20.1.0/24

Vien

* Pop-up blocking softwarc o
functioning. Please disable th

" Site Name

Used to correlate a
b physical interface to
a subnet

Weight affects
balancing & how
often IPs from this
link are handed
outin DNS
requests

m

Copyright © 2000-2016. FatPipe Networks Inc

, Add/EditIP

Address/Mask

F“T/ Pipe




SMARTDNS CONFIGURATION

Used to view SMARTDNS Statistics

FA‘I"’J‘W.- MUV — [7 Advanced Menu Change Unit . Administrator =

O (s SmartDNS Load Balancing ~ SmartONe|

B oo | swisis |
Search:

— » Clear the SmartDNS statistics
s View Clear »
yetem - - for all the zones

* Pop-up blocking software on your machine may prevent this feature from
BB Load Balancing Zone Name Ty fiynctioning. Please disable them while viewing the Statistics.

Algorithms No data available in table

Route Test slave.com Slave
A
ddress \@ hittpz{§10,2,0, 166{dns_stakistics
TCP C tion Control

ongestion Control Google |G~ vieesd B - ¥ sookmarisr |g1 Papups okay‘ %5 check + ? a

Site Load Balancing

SmartDNS

Server Load Balancing 5 DONAIN NAMNE IF ADDRESS RESOLVED TIMES
nal.first.eom 207.140.140.2 299
ns2.first.com 207.150.150.2 298
nsi.first.com z207.160.160.2 299

Advanced wyy. first.eom 207.140.140.100 100

% Routing

& Tools

207.150.150.100 99
207.160.160.100 100

L3 Orchestration

EIH [

|l EnterpriseView

save m

« @ * r“?jf’fpc

TCP CONGESTION CONTROL

Used to configure TCP Congestion Control

& Home TCP Congestion Control Load Balancing | TCF Congestion Control
HE Interfaces
Latency Range (ms) TCP Congestion
O system Control Algorithm
40 T ss cubic
B Load Balancing
55 T & cubic v
Algorithms
Route Test 81 -1 cubic v . .
» Specify the congestion
SmartiNs 00 — 000 ol control algorithms
TCP Congestion Control
Site Load Balancing a1 T a0 hybla
5 Load Bal
SRR 100 - 200 cubic
) B — With FatPipe’s TCP Congestion

Control feature, you can select
(£ Tools m the  Congestion  Avoidance
Algorithm for different network
Copyright © 2000-2016. FatPipe Networks Inc. latency ranges. Use the FatPipe
4l EnterpriseView defined  Congestion  Control
Algorithms listed. By default, the
latency ranges and Congestion
Control Algorithms mapped to
those is defined by FatPipe.

L3 Orchestration

‘ [ ’ F"jf’ ipe




SITE LOAD BALANCING

Used to configure Site Load Balancing

# Home Site Load Balancing toadSelencng ScldB i Using site load  balancing, SmartDNS
gains a replication facility for DNS

g e nabled .
O System abstraction for balancing

ite Name: New York LAN Link Status :

BB Load Balancing Site Load Balancing allows for Site
Failover between servers located in
Route Test geographically separate locations that

S ite Name status have a shared/replicated storage substrate

»  Algorithms

|

lemote Site:

TCP Congestion Control LC Connecting

Site Load Balancing m m Site Load Balancing can provide
Server Load Balancing distributed balancing utilizing all
links available at each site.

l

¥ Routing

Z Tools dite Name : LAN Link Status :

&4 Orchestration *finterface-To-Nety Mappings in Advanced Settings of SmartDNS page needs to be reconfigured, when a changes is made

th Site name.

lsl EnterpriseView

Select to enable Site load balancing

» Enter the local site name

Copyright © 2000-2016. FatPipe Networks Inc

o Displays the link status of
all interface in both site

v

Select the remote site name

‘ L * r‘?/f’fp(-‘

Used to configure Site Load Balancing

# Home Site Load Balancing Load Balancing ~ Sit= Load Balancing

BE Interfaces

[WlEnabled Specifies the time to wait for a heartbeat
D System
Time interval between two heartbeats

» apeer before determining that the
connection to the peer is lost
Site Name: New Yo LAN Link Status m m
— sent from this unit to other
Remote Site peers.

BB Load Balancing

Algorithms
Route Test

SmartDNS Eall & ! dvanced Configuration

Time interval after a line has failed

JICiConecctonConiy se » during which connectivity problems
Site Load Balancing Heartbeat Timeout Heartbeat Interval will be ignored.
Server Load Balancing 3 1 |
# Routing Transition Timeout Port L, The port _nunjber used for
7 — s — I communication between peers.
# Tools Site Name:
Key | .
= . fatpipe123] o The Secret Key used for securing the
. . . > o
Orchestration nterfaceT] 1 communication between peers.
to Site name]
[l EnterpriseView I

E

The heartbeat is a small network

B packet sent periodically between

peers. It keeps each peer updated
with the status of other peers.

« . * F“ij’ip('




SERVER LOAD BALANCING

Used to configure Server Load Balancing

& Home Server Load

Balancing

Load Balancing ~ Serve

er Load Balancing

HE Interfaces

D System Name

SSH
B Load Balancing

»  Algorithms

|
Serverrace

IP Address

11.11.11.22

Port Number

2022 Source

Balancing Method

Balancing Mode Servers

TCP null

mm

To create and manage

Server groups
To create and manage

Route Test
SmartDNS
TCP Congestion Control

Site Load

1P Address

FIRTRTES)

» Server Load Balancing

% Routing
[ Tools
L Orchestration

|l EnterpriseView

[JForceTTP Ciose
[ -Farwarded-for
[checkcacne

HTTP Redistribution

[renist

Redispatch

Cookie Name

Rewrite  Insert Prefix

. o
[indirect
[JPestonty

[JiaCache

HTTP Options

Port Number  Balance Method Balance Mode

sz Soarce T v

Group Timeouts (Sec)
Connection Queue
Al Backups
£l s :l -
* [Jorginat Source
Client Server A
s s
TP Tarpit Servers
Request w
5 Ho matches found
Protocol Tests
[Jsst [Jsure
Check Check
[wrre WITP UL

Cheek

Dissble o Ignore

on404. an 404

* Reserved Ports are 80,080,505, 5004,4500,161,22,53,500,5007.

A m

o

Servers

Server Load Balancing provides

a scalable model for any
number of servers, server
groups and inbound
connections. It allows to

seamlessly integrating servers
into your architecture without
any downtime.

’A_f Pipe

SERVER LOAD BALANCING

Used to configure Server Load Balancing

& Add Server Group

IP Address

Balance Method

Balance Mode

Port Number >
T >
SSH 11111122 2022 Source Tce —
>
HTTP Options Group Timeouts (Sec) Standard Options
[]Force HTTP Close Connection Queue [ JAllBackups i
[] Add X-Forwarded-for w0 o [ Orignal Source IP
[ Check Cache Client. Server >
— Servers
HTTP Redistribution 50 S0 Servers
HTTP Request Tarpit
[TJRegispatch [Pegsist eaues et No matches found >
) 50
Cookie Options
Protocol Tests >
[]sstL Check []sMTP Check
[]HTTP Check HTTP URL
Rerrite Insert Prefix
Off Disable on 404 Ignore on 404
>
[[indirect [[INoCache
[]Postnly w

* Reserved Ports are 80,8080,5005,5004,4500,161,22,53,500,5007.

Specify the name for the server group

Specify the IP address of the server group

Specify the Port # used for this application
Select the Balance Method

Selectthe Balance Mode

Enabling this flag ensures that the HTTP
connection is closed after each response.

Add ‘X-Forwarded-For’ header to the
requests sent to servers

Enable deep inspection of all server
responses for strict compliance with
HTTP specification in terms of cache
ability.

Ensures session redistributionin case of
connection failure.

Ensures forced persistence on servers that
are down.

Cookie configuration

Server sanity validation

FA'I'/{P ipe




APPLICATION PROFILE

Used to define line conditions for Policy Routing Rules

Application Profile feature on

# Home Application Profiles FatPipe can be used to define
e several line conditions with
« [— ‘“'“’"'"-n ==y - | separate template name and can
asing " | . X
R Mptationfume | Lncyton | Lnwerbiy | ieronira) Atigh  Podtton | Prchetigh 508 be used where ever required in
) ) ) Lol Lol Low Policy Routing Rules

Posiges
» —— » Name to be given for any specific
> nbound Pobicy o template
3 Qutbound Policy
» Global Outbound Policy L)

DiectOommifad.. ) "
3 Dymamic RoutingliPvd) < > . » Line conditions
Mp—

wr v
> o
» Global QoS £ 2 » - - .
. » Used to define an Application name
> WA Optinization Setings

Copyrght € 20003037 P ek .

» vt Tummal
> P st Routes » To add a new template name
» Advanced Opions

« . » FATij;,c

NETWORK OBJECTS

Used to replace IP addresses without re-entering the whole data

Network Objects = Network Objects makes it easy
greT— to replace existing private 1P
etk ObjectName etwors Template addresses with new private IP
e — w0 addresses
testod YES

] -]

Name to be given for a Network
Object

inbound Policy

Outbound Palicy

To add, edit or delete a Network
Object.

Dynamic RoUtingiIPv) L AddEelit Metwork Objects

»
*

* Global Qutbound Policy
»

3 StaticRoutes: Netmork Object ame
»

[remsine
Qos.
[ Toaddanew network to the list of
[m— Exchuch ek i "~ networks existing.
[ =]
ek Hama PaT— p—
Network [ |
- =
s =

« . » F“Tj}" ipe




NETWORK OBJECTS

Used to replace IP addresses without re-entering the whole data

# Home

B interfaces

2 Systam

» Application Profile

» inbaund Palicy
» Outbound Policy

Network Objects Roeting

Service/Application(s)

Template

Capyright © 2000-2011. FatPipe Netwarks Ind

Service or Application in
Network Objects is used to
identify using port number used
or protocol

— Details about the service

. Toadd, edit or delete a Network

Procosal

Object.

To add or remove pre-existing

v

applications

» Selecta pre-existing application

with port number and protocol

Used to add Service Name

> manually, select protocol and
enter port number

FA'I'/ PI]J(‘

Used to replace IP addresses without re-entering the whole data

Network Objects

Routing

Used to gather information

about routes from other SNMP

SenverIP

Community ‘

devices in the network. All the
SNMP servers can be added
here.

—
Copyright € 2002-2017. FatPipe Hetwarks |

— Details about the service

To add, edit or delete an SNMP

Name

Port

Numeric

Community

Version

Password

L) Add SNMP Server x

IP Address

o

server details

To add SNMP server details on
FatPipe

F"j Pipe




INBOUND POLICY CONFIGURATION

# Home
B Interfaces

2 System

8 Load Balancing

# Routing
> Application Profile
Network Objects

Inbound Policy

v

OQutbound Policy

v

Global Outbound Policy

v

Dynamic Routing(IPvd)

v

Static Routes

> Qos

v

Global QoS

» VPN

v

MPSec

v

WAN Optimization Settings

v

IPV6in4 Tunnel

v

IPV6 Static Routes

v

Advanced Options

Used to direct inbound traffic based on specific criteria

Inbound Policy

Routing  Inbound Pol |

Inbound Policy Routing Rules:

Inbound Policies are used to:
*Allow traffic from the WAN to
the LAN

*Build inbound NAT’s from
one subnet to another

*Build inbound ACL’s

*Route traffic from 1 WAN to
another

Policies get processed top

» down, these buttons are
used to modify policy order

o Toaddanew inbound

policy routing rule

Source Source Dest Dest  Traffic NAT
Name Rule Protocol IP/Mask  Port 1P/Mask Port Mode ]
No data available in table
Web Allow TcP o o 20.20.2.200/22 20
>
<  —

MHE‘HM

. View all sessions that match the

con

selected inbound policy rule

’A;‘ijl"i pe

INBOUND POLICY CONFIGURATION

Add Inbound Policy rule based on specific criteria

“«on

Protocol e
Web TCP
Sour: Source Destination Destination >
P Port P Port
>
* * | 20.20.2.200/32 80 |
Action QoS >
[ Priority over
A“"‘I” None|v| IPSEC
>
NAT[IP NAT Port ”
Enable NAT
>
Source NAT IP Source NAT Port
FiEneb M >
T s &8 7t |a s 10 1 1 13 s |is 18 7 o 1w 2 2 om
S >
Mo >
Tu
We
™ - 5
Fr
Sa
[ Scheduler -
>
Comments:

Give each rule a unique name.
('more Info...)

Choose an IP protocol from the list
(more Info...)

Specify a source IP and mask
(more Info...)

Specify a port number or
range(more Info...)

Specify a destination IP and mask
(more Info...)

Choose "Allow" or "Deny*

(more Info...)

Choose a pre-defined QoS rule
(more Info...)

Check this box if you want to NAT
traffic that matches this rule

Specify a source IP and mask
(more Info...)

Select the day of week & time of
day the policy is to be
implemented (more Info...)

Specify the port number the traffic
will be mapped to (more Info...)

FA'I'/P ipe




INBOUND POLICY CONFIGURAT

ION

Su
Mo
Tu
We
™

Fr
sz

[w| Scheduler

Web
Source

P
Action

Allow
Enable NAT
Enable Source NAT

12 3 4

& Add/Edii inbuund Pulivy Ruuiing Rule

Add Inbound Policy rule based on specific criteria

Give each rule a unique name.

Use this to identify the purpose of
the rule.

Protocel
TCP
Source Destination Destination
Port P Port
= 20.20.2.200/32 a0
S
Qo []Priority over
Nane[v/| IPSEC
NAT IP NAT Port
Source NAT IP Source NAT Port

6 7 B 9 10 11 47 13 314 15 16 17 1B 48 20 2 22 33 14

Comments:

s

FaTjP ipe

INBOUND POLICY CONFIGURATION

Add Inbound Policy rule based on specific criteria

& Add/Edit Inbound Policy Routing Rule x

Name
Web

Source

13

Action
Allow

[w]Enable NAT

Enable Source NAT

12 3 4
Su
Mo
Tu
We
™
Fr
Sz

[w] Scheduter

5

Choose an IP protocol from the list

Protocol >
TCP
Source Destination Destination
Port P Port
N 20.20.2.200/32 a0
S
Qe [ Priority over
None|V] IPSEC
NAT 1P NAT Port
Source NAT IP Source NAT Port

6 7 B 9 10 11 127 13 14 15 16 1T 1B 19 20 21 21 23 24

Comments:

cCon

Choose from ALL, TCP, UDP,
ICMP, GRE, ESP, AH. ALL will
match all protocols. Port numbers
only apply when using TCP or
UDP.

F“{'jf’i e




INBOUND POLICY CONFIGURATION

Add Inbound Policy rule based on specific criteria

& Add/Edit Inbound Policy Routing Rule 3

Name Protocol
Web TCP
™ ___ __ > Specify a source IP and mask
Sour Source Destination Destination
P Port [ Port
* * 20.20.2.200/32 B0 . ) .
Acti s Specify a destination IP and mask
tlon @ [ Priority over
Allow None|v| IPSEC
Enable NAT NAT IP NAT Port
Enable Source NAT Source NAT IP Source NAT Port -
. If you want to match a single IP,
1 2 3 4 5 & T B 85 10 11 12 13 14 15 16 1T 18 18 20 21 22 23 24 use a /32 mask. |f yOU want to
Su .
Mo match an entire subnet, use the
e network number with the
n network mask. If you want to
sa match any IP, use an asterisk (*).
[ Scheduler MPVPN will display asterisk (*)
mm as 0.0.0.0/0 meaning all IP's.
Comments:

« @ * r“?jf’fpc

INBOUND POLICY CONFIGURATION

Add Inbound Policy rule based on specific criteria

& Add/Edit Inbound Policy Routing Rule X

Name Protocol

Web TCP
Source Source Destination Destination

P v Port w IP hd Port b f

o o > Specify a port number or a port
| | range
* * 20.20.2.200/32 80
Action Qo5 D Priority over
Allow None v| 1PSEC
Enable NAT NAT IP NAT Port
[ Ensble Source NAT Source NAT IP Source NAT Port Port range should be separated by
MEnabe 0. e . a hyphen (e.g., 1-1023). If you
1 2 3 4 5 L] T a 9 10 11 12 13 14 15 16 17 18 18 20 21 22 23 24 Want to matCh any port number’

Su i *

b use an asterisk (*).

Tu

We

Th

Fr

Sa
[ Scheduler

Comments:

‘ @ » FA'I'%I’ ipe




INBOUND POLICY CONFIGURAT

ION

Add Inbound Policy rule based on specific criteria

& Add/Edit Inbound Policy Routing Rule x

Choose "Allow" or "Deny"

12 3 4
su
Me
Tu
We
Th
Fr
ss

Scheduter

Select all Clear all

=

Name Protocol
Web TCP
Source Source Destination Destination
P Port P Port
" * 20.20.2.200/32 B0
Action Qs [ Priority over
Al|ﬂ\|N None[V] |PSEC
Enable NAT NAT IP NAT Port -
nable
Source NATIP Source NAT Port
Enable Source NAT

8 7 & 3

"Allow" to allow traffic that
matches the rule and "Deny" to
deny traffic that matches the rule.

Comments:

con

rﬂ?/f’f]w

INBOUND POLICY CONFIGURAT

ION

Web
Source

IP

Action

Allow

[w] Enable NAT

Enable Source NAT

1z 3 &
Su
Mo
Tu
we
™
Fr
Sz

[w] Scheduter

eaem

s

Protocol

TCP
Source Destination Destination

Fort P Port

* 20.20.2.200/32 a0
QoS [ Priority aver

None V] IPSEC
NA] P NAT Port

>

Source NAT IP Source NAT Port

5

Add Inbound Policy rule based on specific criteria

& Add/Edit Inbound Policy Routing Rule

Name

Choose a pre-defined QoS rule

Comments:

Con

QoS rule will apply to the traffic
matched by this policy route rule.
QoS is a feature add-on. The
default is “None.”

F“T/ P ipe




INBOUND POLICY CONFIGURATION

Add Inbound Policy rule based on specific criteria

& Add/Edit Inbound Policy Routing Rule x

Name Protocol

Web TCP
Source Source

P Port
Action QoS

Allow None
[WEnable NAT NATIP

Source NAT IP
Enable Source NAT

1z 3 4 5 8 7 |le = 1
Su

Destination

P

20.20.2.200/32
[ Priority over
IPSEC

NAT Port

Source NAT Port

Destination

Port

B0

9 20 21 22 23 2

Mo
Tu
We
Th
Fr
s2

[w| Scheduler

m Clearell

Comments:

con

Specify destination IP

FA'I'/ PI]J(‘

INBOUND POLICY CONFIGURATION

Add Inbound Policy rule based on specific criteria

nbound Policy Routing Rule

Name Protocol

Web TCP
Source Source

P Port
Action QoS

Allow None|v|
[w|Enable NAT NATIP

S NAT IP
Enable Source NAT ouree

1 2 3 4 s & 7 &8 3 10
Su
Mo
Tu
we
Th
Fr
s

[ Scheduler

Destination

P

20.20.2.200/32
[ Priority over
IPSEC

NAT Port

Source NAT Port

Destination

Port

B0

If you want to map all ports, use
an asterisk (*). If NAT is not
selected, then the rule will
default to Pass Through, which
means that MPVPN simply
forwards traffic matching the
rule.

Comments:

Ccon

Specify the port number the traffic
will be mapped to

FA'I’} Fipe




INBOUND POLICY CONFIGURATION

Add Inbound Policy rule based on specific criteria

& Add/Edit Inbound Policy Routing Rule x

Name
Web
Source

P

Action
Allow

[w|Enable NAT

Enable Source NAT

12 3 4
Su
Mo
Tu
We
™
Fr
sz

[w| Scheduler

5

Comments:

Protocel
TCP
Source Destination Destination
Port P Port
= 20.20.2.200/32 a0
S
Qo []Priority over
Nane[v/| IPSEC
NAT IP NAT Port
Source NAT IP Source NAT Port
8 T 2 ] 10 11 12 13 13 15 16 17 1B 19 20 21 22 23 23
L—>

s

If you want a particular rule to be
followed, including QoS rules,
during a specific period, then it
can be scheduled using the
scheduler.

Select the day of week & time of
day the policy is to be
implemented

FaTjP ipe

INBOUND POLICY CONFIGURATION

WAN-WAN Routing

& Add/Edit Inbound Policy Routing Rule x

Name
Web
Source

P

Action

WAN-WAN[v|

Traffic Mode:

Protocol

e [v|

Source Destination Destination

P Port

20.20.2.200/32 80

[ Priority over IPSEC

None|v|

v

Interface Priority

Interface
WAN1
WAN2
WAN3
WAN4

WANS

Su
Mo
Tu
we
T

Fr
sa

Scheduler

12 s 3 s 85 7

o Interface Specific

Port NAT NAT IP/Mask NAT Port

o

The rule has to be configured in
Outbound Policy Routing
fashion, but the source subnet
should be that of remote network,
whose traffic would reach
FatPipe through a WAN interface

WAN-WAN action serves
as an outbound policy
route for the traffic
matching the inbound rule

This traffic is routed to
destinations using other WAN
interfaces. The destination subnet
will be * in case the traffic is
routed to the Internet or another
network in CIDR notation.

FaTjP ipe




OUTBOUND POLICY CONFIGURATION

@ Routing

» Application Profile

> MNetwork Objects

¥

Inbound Palicy

Global Outbound Policy

¥

Dynamic Routing{IPva)

v

Static Routes
» Qos

Global QoS
» vEN

v

v

MPSec

v

WAN Optimization Settings

v

IPVBind Tunnel

v

1PV Static Routes

¥

Advanced Options

@ Tools

& Orchestration

Used to direct Outbound traffic based on specific criteria

Outbound Policy

Routing

By default, all internet bound
traffic from the LAN gets

Outbound Policy Routing Rules:

Search,

oscp when you have certain traffic

balanced & NAT’d to the IP of
the interface its destined to leave
on. Outbound policies get used

constraints you either:

*Don’t want to balance

*Don’t want to NAT

*Want to get creative with
balancing and/or NATing

Use these buttons to change

Source Source Dest Dest Traffic
Hame. Rule Protacal IP/Mask Port 1PjMask Port Mode Interfacels)  Qos
Ho data available in table
Test Allow TP - " . a Interface WANL, WANZ
Priority WAN3
< >

e

the order of the rules

To add a new outbound policy

— nctaning Plesss disabls them whiis using Hasin Info

routing rule

View all sessions that match
the selected inbound policy
rule

FA'I’/P ipe

Action

& Add Outbound Policy Routing Rule

Give each rule a unique name to identify the
purpose of the rule

» Choose protocol from the dropdown

Specify the DSCP tag that is being delivered to

UDP PeerDet
| i * Acceleratan
(e ecstergien |
Source Destination Destinfien
] ® =] | [
-
Qus Applcation Profies Applicaton Rues

None[¥] Hane V]

» the FatPipe from the LAN segment (more
Info...)

Choose Allow to allow traffic that matches the

[DFotiow System Raute

Traffic Mide:

 Interthee Priority

Imterface  NAT  PortNAT
want v
wea v
wea v
<
Dlsenecuter

sutscret | | chearat

NAT IP/Mask

[Jsoures nar

rule

Select these for HTTPs Acceleration, WAN

[Jeaust Bangwiotn Disttution [ Maintsin Session Persistence

ntertace Specific Mixed Priority

Optimization and UDP Aggregation (more Info...)

Interface Priority directs traffic out the first listed
link, using the WAN interface order you specify.
Interface Specific Mode load balances the traffic
based on the Load Balancing Algorithm between
the line(s) chosen in the WAN list.

In the event that this traffic pattern is governed by

NATPort  DSCPTagging  Value  Enable DynLosdBalOpt Latency Threshold  Jitter Threshold  PacketLoss Threshold Bypass PSEC —>
Ho o o
o N Ko
o N o v

» a static route, this option takes precedence over
default Load balancing behavior

’Atjf’i pe




OUTBOUND POLICY CONFIGURATION

Add Outbound Policy rule based on specific criteria

& Add Outbound Policy Routing Rule

[Enable HTTP Accelzration

[Enable WAN Optimization
[Enable HTTP: Acceleration®

e l o = [stiutin = esiten & Specify the DSCP tag that is being delivered to
» the FatPipe from the LAN segment (more
= Info...)
Action o8 Application Profies Applcation Rutes
Ao Nane[¥] Hane ™|

r—— FatPipe will check the DSCP value in
the outgoing packets with the DSCP
value that is configured in the outbound
policy routing rule. If it matches, then it

® Interface Priorty testace Specific

Interface  MAT PortNAT  MATIFMMask  NATFort DSCPTagging  Valwe  EnableDynloadBalopt Latency Threshold ~ Jitter Thweshold  Packetloss Threshold  BypassIPSEC

weeve ves "o o o will follow the actions specified in the
e v e s " " v policy routing rule. The default value is

" | Loforuntagged packets

<
[ = =y

[ scheduter

« @ » Pﬂfjf’ipe

& Add Outbound Policy Routing Rule

Hame Protocel osce
e il Kbl N Ot
Enabie HTTPs Acceier
Source Source Destinaton Dastination
® v Pot [ [ ™ Pot [v]
=
Action s Applcation Prafies Applicaton Rules
Mlow]™ None[] Hane ™|
[E Clseurcenar _ Select these for HTTPs Acceleration, WAN
" Optimization and UDP Aggregation (more Info...)
[ Feliow System Route []Equat Bancwietn Distrwution [ ]Msintsin Session Persstence

Traffic Mo

® Interface Priorty tesface Specific Mixed Pridrity

Interface  MAT PortNAT  MATIFMMask  NATFort DSCPTagging  Valwe  EnableDynloadBalopt Latency Threshold ~ Jitter Thweshold  Packetloss Threshold  BypassIPSEC

W v v o e "o w » UDP aggregates smaller UDP packets
< > into a bigger UDP packets thereby
[ oo [ e oo [ o oo | reducing bandwidth consumption.

= g —— s i s i i s s i i it i iy i i > HTTPs Acceleration ensures
" optimization of SSL based traffic
matching this rule.

[mE » WAN Optimization enables WAN
— | DeDup for traffic we can cache.

« @ » Pﬂfjf’ipe




OUTBOUND POLICY CONFIGURATION

Add and Edit Layer 7 Application for an outbound policy

& Add/Edit Appli Rule

Application Rules
None selected ~
[Jpatabase~
CIFile~
O Gaming~
I Mail~
[ Miscellaneous ~
[ Networking =
[CIp2p-Peer~

™ Cremote~

< >

QoS

Hone V|

Browse through the list of Layer 7
applications listed under different

Action

Allow|v|

I

categories. There are 180+ pre-defined
applications.

Select one or more Applications from

& Add/Edit Application Rule

14 selected v

M Database~
M File~

[ Gaming~
[ Mail~

[ NTP

= [ Socrates

<

Application Rules

[J Miscellaneous ~

[ Networking ~

QoS

None||

Action

Allow[w|

, i

v

different categories.

Fayjr’fpc

& Add Outbound Policy Routing Rule

LT

[CFoliow System Route

Traffic Mode:

® Interface Priority

Interface  MAT PortNAT  NATIP/Mask
WANL Yes Yes
WA Yes Yes
WAN3 Yes  Yes
<

[scheduter

Protocal osce
1 v

Source Dastination
——_— »

Qs Application
one[¥] Hane V]
[ Source waT

tectace Specific

AT Fort

Ho

Ho

No

DSCF Tagging

] Equat Bundwion Distibution

Mised Priority

Value  Enable DynLoadBal0pt

UOF Peer Detecton

Enable to ensure all matching
sessions are provided with
equal bandwidth within the
selected QoS bandwidth

Type the domain name of
» destination or the IP address in

[Ensble HTTP Accelerstion
Ensble WAN Oy o
[Ensble HTTPs Ace
Destination
~ v
w
Profies Application Rules

& Add/Edit LAN Parameters

CIDR notation

Choose a WAN interface
Check this box to NAT traffic for this

traffic pattern on this interface

Uncheck to specify an IP other

than the IP of the WAN interface

» Enable to Port NAT outbound traffic

. Disable to configure a customized

Intérface
WANL
NAT IP/Mask
NAT Auto IP NAT >
NAT Port
pm— [WPortNaT [V Auto Port Numeric
AT
DSCP Tag
Enable DSCP [Jeypass -

IPSEC

Jitter Threshold (ms)

100 1

port

Configure Latency Threshold
value for the WAN interface

Configure Jitter Threshold value

acketLoss Threshold (%)

The session will failover to the next good link when any of the

v

for the WAN interface

Configure Packet Loss
» Threshold value for the WAN

thresholds are crossed,

If this rule is not intended to match Inter-Site traffic then ensure
“I¥atch parameters” is checked in the WAN interface page for this
e fo fake cff:

interface.

» DSCP NATing

FAjl'jr’fpe




GLOBAL OUTBOUND POLICY CONFIGURATION

This is similar to the Outbound
Policy tab except the rules are

# Home Global Outbound Policy Rowing o]  created and maintained from
the Central Manager Console.
I Intrfaces This rule is used to when a
o o single policy needs to be
‘emplate - -
o applied to one or all FatPipe
BB Load Balancing Source Source Dest  Dest Traffic Interface .
g [ [ e | Name Rl Brotocol PjMask Port  IFjMask Fort Mode (s Qos I devices across your network.
-] Routing SAP  Allow TCP - - " " Interface WANL, None (
. |— Priority  WAN2,
o L1 Add a Template s, Add / Edit global outbound
R e policy template name
» Inbound Policy Template Name
» Outbound Policy SAP
» Dynamic Routing(1Pva) [ Auto Deploy Use these buttons to change
»  StaticRoutes TemplateKey  None selected « » the order of the rules for the
> Qos selected template
» Global QoS
» VPN >
» MPSec
» IPv6ind Tunnel Clear Session(s) .
» Click to delete a template
» IPV6 Static Routes
» Advanced options
@ Tools
Copyright & 2000-2016. FatPipe Networks Inc. . .
2 Orchestration > Clears sessions matching

the selected rule

« @ » FaTij e

GLOBAL OUTBOUND POLICY CONFIGURATION

Used to Apply rules for Branch and HQ site FatPipe  Select the units and click on
the Proceed button. This will

P Global Outbound Policy Routing utbound Policy open another pop-up window
ome H 1 “, i
displaying the “successful” or
B Interfaces “unsuccessful” message if the
D system FatPipe is not able to
B communicate.

BB Load Balancing Source  Source Dest Dest Traffic  Interface

m m m m Name Rule Protocol IP/Mask Port  IP/Mask Port Mode (s Qos I
£ Routing SAP  Allow TCP N - - *  Interface WAN1, None (

Priority  WANZ,

»  Application Profile WAN3
»  Network Objects WANS
WANS

»  Inbound Policy

» Outbound Policy

» Global Outbound Policy

» Dynamic Routing{IPv4)

L1 Apply Template to devices

Apply the Outbound policy
rule from the selected
template to all the selected

v [Vunits

»  Static Routes

» qos ¥ [pefaute units.
» Global QoS E[ﬂtpipe
» VPN

> Mesee

» WAN Optimization Settings

Clear Session(s)

> IPVGing Tunnel

> IPV6 Static Routes

Copyright ©2000-2016. FatPipe Networks Inc

» Advanced Options

@ Tools

& Orchestration

« ) * F“?jf’ ipe




DYNAMIC ROUTING IPv4 CONFIGURATION

» Enable OSPF routing

# Home

Dynamic Routing

Routing | D

BE Interfaces
L system

EB Load Balancing

% Routing

» Application Frofile
» Network Objects

»  Inbound Policy

> Outbound Policy

» Global Outbound Policy
» StaticRoutes

» Qos

» Global Qos

» VPN

» MPSec

» WAN Optimization Settings
> IPusind Tunnel

» PV Static Routes

» Advanced Options

Router ID Scan Device Subnet Interval(sec)

Enable Dynamic Routing.

xxxx] o

Scan Al Routes Interval(sec)

0

Time in seconds between
» two scans of the network

OSPF Static Re BGP Status
Geferal | Areas L) Add OSPF Instance

OSPF Instance Name
OSPF Instance Name

[Jenabie R

[[JEanble this OSPF Instance

Enable Cost Multipath Routes(ECMP)

interface list

Time in seconds between
two consecutive scans of the

v

FatPipe routing table

[]Enable ECMP

next hops in 1 minute

When Link Changes Arrives, Recalculate routes after
o

Seconds

» Add an OSPF instance

ipe

Used to statically route subnets to a user-defined gateway

# Home

Static Routes

Routing  Static Re

E¥ Interfaces

0 system

BB Load Balancing

# Routing

Static Routes:

» Application Profile
» NetworkObjects

» Inbound Policy

> Outbound Policy

» Global Outbound Policy
» Dynamic Routing(IPv4)

» QoS

» Global QoS

» VPN

» MPsec

» WAN Optimization Settings
» IPvGind Tunnel

» IPV6 Static Routes

» Advanced Options

& Tools

L Orchestration

& Add/Edit Static Route

Type: . lp
Destination Network

10.10.10.0
Subnet Mask

255.255.255.0

Copyright © 2000-2016. FatPipe Netwarks Inc

Network Objects

Gateway
172.17.127.100

Metric

E

Static Routes are used to route
additional subnets that are not
directly connected. They are
not part of one of the Interface
subnets.

Gateway is typically your
firewall or an internal
router

Metric, the number of
hops to the gateway is
typically set to 2

v

s




IPv6in4d TUNNEL CONFIGURATION

Add IPv6in4 tunnel . .
This feature is to encapsulate

- IPv6 packets within IPv4. This
<) i IPV6 Tunnel e B T allows the PG packet to be
1Pv6ing Tunnel: carried across IPv4 routing
infrastructures.

EE Interfaces

B System Tunnel Name Local IP Remote IP

Chicago2Denver 192.168.1.2 44332211

£ Routing [ oo ] coe ] oo |
— Enter the tunnel name

Network Objects

B Load Balancing

v

Inbound Policy atPipe Networks Inc

Select the local IP from the

Outbound Policy

» Global Qutbound Policy . i
. dropdown menu. The list
>
» DynamicRouting(1Pv) Tunnel Name includes all the IPs of the LAN
» Static Routes Chicago2Denver and WAN Interfaces
> Qs Local IP .
oca > Enter the remote IP
» Global Qos
192.168.1.2
» VPN
5 e Remote IP
» WAN Optimization Settings 44,33.22.11

IPV6in4 Tunnel

IPV6 Static Routes

Advanced Options + OK

@ Tools

L Orchestration

« ) * rﬁtjl"i]Je

Add IPv6 Static Routes

# Home IPV6 Static Routes Routing | 1PV |
BE Interfaces 1Pv6 Static Routes:
Select the IPv6 tunnel
0 System Name Source Network Destination Network Tunnel Device Gateway Metric name from the dropdown
>
ToHeadOffice 0] 4501:1/128 none 2001:2001::1 2 v menu |f the trafﬁc iS to be

BB Load Balancing

m m routed using the IPv4 node

% Routing

. The source of the IPv6 traffic
»  Application Profile
5 MRS - the source can be a host
S O Add 16 Static Route address, subnet address, or
outbound Pal network address
» Outbound Policy
~ Enter alvalid IPv6 Static Route (Metric>=
» Global Outbound Policy 2
» DynamicRouting(IPv4) Name
» StaticRoutes ToHeadOffice . X
» Q05 Source Netwark A destination for the IPv6
ource Networl : o
n RS _ traffic - the destination can be
obal Qo >
o a host address, subnet
» VPN . .
Destination Network address, or network address
» MPSec > 45011128
> WAN Optimization Settings Tunnel Device The Gateway Is enableq
U None only when a tunnel device
R is not selected (“"None").
IPvE Static Routes Gateway o
advancee oprons J » The Gateway should
2001:2001::1 — belong to one of the local
@ Tools Metric subnets and should be
2 reachable
L3 Orchestration
m Specifies the number of
1 . hops to the gateway. Itis

usually 2 hops when using
MPVPN

cCon l-'mrj




ADVANCED OPTIONS CONFIGURATION

# Home
B¢ Interfaces
L System

BB Load Balancing

4 Routing

» Application Profile

v

Network Objects

Inbound Policy

Outhound Policy

v

Global Outbound Policy

Used to configure advanced options for a specific scenario

Advanced Options

Routing | Advanced Option{

Advanced Option

Enable LAN Redirect when a LAN
client wants to access a server in

[[]Enable LAN Redirect

[]EIGRP Multicast Forwarding.

the LAN using its public IP

Direct Route LAN

[]Direct Route WAN

[[]Send ESP as GRE

[C]GRE Inspect—

> Enable EIGRP Multicast
forwarding when the FatPipe
needs to be transparent between
two EIGRP end points

» Enable Direct Route LAN to

T

op based MPSeq Load Balancifig

O

* Usershpuld

route packets directly from
LAN to WAN

v

Static Routes

» Qos

v

Global Qos

» VPN

MPSec

v

IPVGin4 Tunnel

v

1PV6 Static Routes

Advanced Options

@ Tools

& Orchestration

WAN Optimization Settings

Copyright © 2000-2016. FatPipe Networks Inc|

» Enable Direct Route WAN to
route packets directly from the
LAN to the WAN

» Enable Send ESP as GRE to
send ESP packets as GRE

> Enable GRE inspection to have
policies be able to take action on
GRE packet payload

Enable Hop-based MPSec Load

» balancing to load balance
MPSec traffic based on hops

# Home

Bt Interfaces

L System

B Load Balancing

% Routing

& Tools

» Speed Chart

% Diagnostics

» Generate Certificate Request
> Session Details

» Protocol Statistics.

» MPSecPath Info

L Orchestration

Ll EnterpriseView

Used to monitor the speed of your WAN connections

Speed Chart Tools
Interfaces
ALL INTERFACES TOGETHER D

3048

M Total Upload Rate

Upload

(8.00 Kbps)

Total Rates Per Interface

time (mins)

Download

(0 Kbps)

Total Download Rate

M Total Rate

Total

(8.00 Kbps)

—

—

Monitor the upload and
download or combined speeds
of each of the WAN lines
independently or in
combination by viewing the
Speed Chart.

Select the interface that
you want to view. WAN1,
WAN2, WAN3 or All
Interfaces.

Plots real-time bandwidth
usage graphically

. Displays real-time bandwidth

con

usage numerically

r‘fjf’i pe




DIAGNOSTIC TOOL

U

sed to help diagnose and troubleshoot

# Home

Diagnostics

Tools = Dia

]

EE Interfaces

D System

BB Load Balancing
£ Routing

[ Tools
» Speed Chart
Diagnostics
Generate Certificate Request
Session Details
Protocol Statistics

MPSec PathInfo

L Orchestration

[l EnterpriseView

View Route Info

I Session Information™ ]

[WEnable Packet Log.
[W]Enable Sestion Monitor

Traffic Logging Info* Host:
Route Test Display
Interface:
LN e
Ping It Trace It Cancel

Results:

LAN1:

RX pkts: 0 err:0 dre
TX phts: 0 err:0 dr
WAN1: Up: 0.0% Down: 0,
Uptime: 0 day(s) 0
Downtime: 0 dayl(s))
RX pkts: 0 err:0 dr
T nlterny

aren A

*Pap-up blocking software
Traffic Logging Info and Ses:

& Route Test Display

u—B [ ]
s o _\.../ C ]
S "

Conmacted- = NoCannagted = Unimoin =

View information about system
uptime and interface statistics

Select interface to use for
ping or trace route

Traceroute on a interface by
interface basis

Ping on a interface by
interface basis

View all the sessions currently
running on the unit

View a real-time graphical
display of link connectivity
validation

rﬂtf”{ pe

Used to generate certificate for IPSec

Generate Certificate Request

Tools  Generate Certificate

Country C)

State (ST}

Locality L)

‘Application Visibility

Organization (0]

Key Size (Bits)
» Session Detalls
» Protocol Statistics Self Sign
3 MPSecPathinfo

Valid till days

Organization Unit [0U)

Common Name (CN)

w4

Generate Certificate Request
will  provide a separate
certificate for every user
instead of having a single
generated IPSec key

Provide all the credentials to

generate Certificate

v

To get the certificate

Get CSR info from server and

upload on FatPipe

Save the generated certificate

to Computer

rﬂtjf’i pe




QUALITY OF SERVICE CONFIGURATION

QoS allows you to prioritize your
Used to prioritize your WAN traffic WAN traffic.

# Home QoS |
BE Interfaces QoS Rules:

8 System This column displays
WAN1 WAN2 WAN3 WAN4 WANS

& Load Balancing _ the total amount of
Kbps) Kbps) kbps) Kkbps) kbps) bandwidth available on

& Routing Name Qos for MPSec Priority OUT Priority OUT Priority  OUT Priority OUT Priority  OUT a g|ven |nte|’face

» Appl\'caucn Profile QosRuleA No 0 256 512 1 240 500 2 360 450 4 300 420 5 330 480 The POlICed Rate

» Network Objects Total 256 512 240 500 360 450 300 420 330 480 def|nes What we w||| try

< bY >

» to carve out for
incoming bandwidth
purposes

» Inbound Policy

» Outbound Policy
» Global Outbound Policy

»  Dynamic Routing{IPvd)

& Ac d/ Edit Quality of Service Rule

. . Committed rate is the
0 SETERE me [ Apply Qos rule for mpsec paths bare minimum amount
of bandwidth carved
» Global QoS T out for a givenrule
» VPN (Upload/Download) Policed Rate Committed Ratf BurstRate Priority
> MPsec WAN1 (45000 / 45000) s 5o 1000 o Highest Pric Specify the priority
AN Otization et — (precedence level) for
» ptimization Settings WAN2 (45000 / 45000) 20 500 00 .
this rule
© R ] WANS (45000 / 45000) 50 5o 50
» IPv6 Static Routes
Advanced Opti WAN4 (43000 / 45000) 300 420 s00 The Burst Rate
» :
vancee aptiens defines the outbound
@ Tools s eseon 45000 =0 o o bandwidth ceiling for
2 Orchestration * Upload/Download - Available bandwidth in kbps this rule
* Policy Rate wouldn't be in effect when Qos for MPSec is enabled.
Enable to apply QoS
W—V rule to all the MPSec

paths automatically

con raffn,w

SESSION DETAILS

Provides a report on the
Used to view Session details sessions that flow through the
device. You can view all the
sessions that flowed through

& Home Session Details Tl | Gem the FatPipe at a given period
BI Interfoces [W|Enable Session Logging of time.
O system Lsst Updated Time , Choose a preconfigured
2017:01:04 1510610 report from the drop down
B Load Balancing » Enter a date/time range
# Routing » Specifyan interface
@ Tool Preset Source IP Source Port
ools

Custom L » Enter Source IP address
»  Speed Chart From | Destination IP Destination Port _
» Diagnostics 1722017 B 1201AM fe) | R Enter Destination IP
» Generate Certificate Request To Protocol address

= e o > Enter Source port and

» Protocol Statistics fterfoce Destination port

Al /| E——
» MPSec Path Info
L Orchestration

Expert

[l EnterpriseView

Copyright @ 2000-2016. FatPipe Networks Inc.
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SESSION REPORTS

# Home

EE Interfaces

0 system

8B Load Balancing
# Routing

@ Tools

Speed Chart

Diagnostics

Generate Certificate Request
Session Details

Protocol Statistics.

MPSec Path Info

& Orchestration

[l EnterpriseView

Used to view Session reports

Session Details

Tools

Enable Session Logging

Prepare Database

Last Updated Time

2017:01:04 15:06:10

L Selecta preconfigured

Reports ‘

Preset

Custom
From

1/4/2017
To

1/4/2017

12:01AM ]

an 10 Applications

B 11559 PM ]

report

Top 10 Protocols

» Enter date / time range

Click to view the different

v

Top 10 Conversations.

S s

wCon

types of Session Reports
available.

FAT%P{ pe

VPN CONFIGURATION

Used to configure VPN tunnels with standard IPSec VPN peer

# Home

VPN

Routing VP

EE Interfaces

L System

BB Load Balancing

% Routing

» Application Profile
»  Network Objects
» Inbound Policy

» Outbound Policy

VPN Policy List:

# Tunnel Name

Status

[l Enable VPN Failover Preempt

Search:

Remote SubnetMask Remote External IP Local SubnetMask Local External IP

No data available in table

» Global Outbound Policy
> Dynamic Routing{IPv4)
> StaticRoutes

» QoS

» Global QoS

» MPSec

» WAN Optimization Settings

> IPu6ind Tunnel

» IPv6 Static Routes

» Advanced Options

Copyright © 2000-2016. FatPipe Networks Inc.

FatPipe VPN allows you to
create and configure IPSec
tunnels between two or more
remote networks (site-to-site
VPNs) and with remote users
using mobile VPN clients.

The Client VPN user feature
provides  connectivity  for
mobile VPN clients. It allows
individual users to connect to
hosts on the LAN behind
FatPipe by using a VPN
client.

. Specify a unique name for the

policy.

To add a new VPN policy

rule




VPN CONFIGURATION

& Add/Edit VPN Policy Rule

[]Template Tunnel Name

Chicago2Denver

= Wetwen oot

AEs1z8 I~

Neotwork IP Address/Mask o201 Networl 1P Address/Mask 404012

3 e we L]
=

NAT-T
. || e DPD Detay
[Custom Ports  IKE Port Encapsulated v
DPD Tineout prs —
w00 UDP Port 1
4500 120
Local Info Remole Info
[Local LAN Netwarks External IP []Rempre LAN Networks External IP

Key Management
® Pre-Shared Secret RSA Signature ISA Certificates

Pre-Shared Key
roaFshijertsns @]5as2Secure ‘

Remote ID IKE Lifetime Key Lifetime
40.40.1.2 1 o 1 o
hour minute hor minute

Group Name Prierity Failover after

1 [~ o [v] failed MPSec polls

v

* Note : Far PPPGE, use 168.254.x.2 where x is the WAN interface number

con

v

Used to configure VPN tunnels with standard IPSec VPN peer

Enter the name of the tunnel

Select the encryption type you want to use
for the policy

Choosing "Auto" mode leaves the VPN
devicesto negotiate NAT-Traversal

The MSS value helps set the maximum
segment size. The size range is from 566 -
1460

By enabling PFS, if someone breaks a
key, PFS ensures that the attacker is not
able to derive any other key

Choose Remote End as ‘Network’ to
create VPN tunnels between two sites

Select the authentication method you want to
use for the policy

Configure key'ing

Fﬂlffl’i e




VPN CONFIGURATION

Used to configure VPN tunnels with standard IPSec VPN peer

& Add/Edit VPN Policy Rule x

[remplate Tunnel Name [Ey—" NAT-T "Forced" mode will force the
ChicagozDenver o Network  User . VPNdevices to encapsulate IPSec
e "~ packets into UDP packets to solve
traversal problems that may occur with
AESI28 intermediate NATing

_ To configure Forced mode option,
TCPMSS DPD Delay

ute $ Forced select the Forced option, The

1372 30

[Jcustom Ports - KE Pore ireapeuiated 0D Timeout Dlees normal ports for NAT-Traversal
as00 120 are UDP 500 for Key negotiation

and UDP 4500 for data exchange.
You can change these values by

[[JLocal LAN Networks External IP [ Remote LAN Networks External IP checking the 'Custom Ports' check
Network IP Address/Mask 20.20.12 Network IP Address/Mask 404012 .
172.47.137.0/24 10.05.50/24 box which allows you change

o Jf o | [ oo coe | these values to any valid UDP
=3 Port number.

= Fre-Shared Secret RSA Signature RSA Certificates

Pre-Shared Key.
[ 409Fshijer345@554325ecure

Remote ID IKE Lifetime Key Lifetime
404012 1 o 1 o
hour minute haur minute
VPN Site Failover
Group Name Priority Fallover after
B = ° 3] failed MPSec polls

* ote For PPPOE, e 165,264 here s the WAN nterace mumber
wox [ e |
o FAY ripe




VPN CONFIGURATION

Used to configure VPN tunnels with standard IPSec VPN peer

Select Key management

as ‘RSA Signature’

# Home VPN i SET Enter RSA ID as a Fully
S — Qualified Domain Name

preceded by an @ sign

[l Enable VPN Failover Preempt.

sk Local External IP.

RSA Certificates

HE Interfaces VPN Policy List:

0 System

—» Click to generate a public key

BB Load Balancing Tunnel Name

Key Management

# Routing

Pre-Shared Secret ® RSASignature

» Application Profile

Local RSA 1D I Remote RFAID

»  Network Objects
: @chicago.example.com @denver.example.com

» Inbound Policy
» Outbound Policy Remote Public Key

» Global Outbound Policy | |0*+LDJIk343-khikls475120xfgnhdrgfinh;pol1sAsdihfill1356812!7254257gfdh’ [khpgktth

Local Key

View Re-Cr

» Dynamic Routing(IPva)

» StaticRoutes

» Qos
IKE Lifetime Key Lifetime
» Global Qes
1 0 1 [
» VPN
» MPSec

» WAN Optimization Settings VPN Site Failover

» IPvGind Tunnel

Group Name Priority Failover after
» IPv6 Static Routes

1 0

» Advanced Options failed MPSec polls

m— " Note : For PPPoE, use 169.254 .2 where x is the WAN interface number

o

VPN CONFIGURATION

Used to configure VPN tunnels with standard IPSec VPN peer

Choose Remote End as
» ‘User’ to create VPN
VPN | sie: | Routing | VPN Luonsr:els with any remote

# Home

VPN Policy List: [l Enable VPN Failover Preempt

Bl Interfaces

. Select Key management
as ‘pre-shared secret’

Enter pre-shared secret key
dal SubnetMask Local External IP and this should match the key
management type and key
used on the VPN peer also

LD System Search:

B8 Load Balancing # Tunnel Name| Status Remote SubnetMask Remote External IP

5

# Routing Nodata auanab\emnah]s

»  Application Profile

> Network Objects [tempiee

ChcagaiDemer

» Inbound Policy
Encryption
» Outbound Policy e
»  Global Outbound Policy

»  Dynamic Routing{IPv4)

» StaticRoutes Dieda ford s oo

[ Xt | Sorffgies Usmemarms Fasmesrd PO Timeout PrS
> Qos o o
» Global Qos

T oy TRt LA Hetorks et Adarsa sk [—r

» MPSec g mania
» WAN Optimization Settings [ e e ] | [ ] [
> IPv6ind Tunnel

ey Manag: ment
» IPv6 Static Routes o PreShared Secret Centificates
» Advanced Options fom Samdiey

[T

Ky Lifetime




VPN CONFIGURATION

Used to configure VPN tunnels

with standard IPSec VPN peer

Enter the “Local ID”

# Home

VPN |

Routing VPN

HE Interfaces

0 System

BB Load Balancing

# Routing

» Application Profile

VPN Policy List:

& Add/Edit VPN Policy Rule

[ Femplnte Tunnel Hame

Chicago2Demver

[l Enable VPN Failover Preempt.

Click the “OK” button
to save the VPN entry

Remote End

Network o User

»

»

»

»

»

Network Objects
Inbound Policy
Qutbound Policy

Global Qutbound Palicy
Dynamic Routing(IPva)
Static Routes

Qos

HEs1IE

. Auto

[eun | =

Forced

SHAL

Tepmss
1372
DPD Timeaut

120

DPD Deltsy
30

Oers

Remote Info

» Global Qes

» MPSec

» WAN Optimization Settings
» IPvGin4 Tunnel

» IPV6 Static Routes

» Advanced Options

Local Info

Pre-Shared Sporet o Certificates
Local D Remote 1D
Corre— Exprt famots Cartcase
IKE Lifetime Key Lifetime
' 0 1
hour minute. hour

The local certificate
installed on the
is created
with the Local ID,

FatPipe

[ ]Locat LA Netwodks Hetwark: IP Address/Mazi: Extemal 1P [ Remote LAN Netuwarks Network [P Address/Mask External IP
mmen | ] maas the Remote ID, and
[ - Jf o | oo | [se] (] (o] Remote Certificate

password. When the
certificate is created,

it is signed

internally by the
Fatpipe’s local

certificate.

FaTjP ipe

MPSEC CONFIGURATION

Used to configure about MPSec

Provides security, redundancy &
diversity of data transmission over
several links. MPSec creates
multiple, independent data
pathways between two or more
locations.

# Home

MPSec

Routing | MPSec

Bl Interfaces
D System

B Load Balancing

# Routing

» Application Profile

Network Objects

v

Inbound Policy

¥

Outbound Policy

Global Outbound Policy

¥

Dynamic Routing(IPv4)

v

Static Routes

» QoS

v

Global Qos

» VPN

Local VPN Name Local VPN IP

5000
L

Polling Interval (ms)

Specify how often MPSec

Remote Location

Index Remote VPN Name Remote VPN IP

Load Balancing Option

paths are tested for Up /
Down status

Search:
Click to view the advanced
settings for MPSec paths

Load Balancing Type

No data available in table

Select Site Name

None

™

. Click ‘Add’ to enter the

EacacE

remote location name

> MPSec

» WAN Optimization Settings
» IPv6ing Tunnel

»  IPv6 Static Routes

» Advanced Options

@ Tools <

» Select a remote site
Copyright @ 2000-2016. FatPipe Networks Inc. Click ‘Configure’ to

» modify/add/change path
connectivity
Click ‘Status’ to visually

» show connection status for
the selected Site Name
Click to clear the FatPipe

» WAN Optimization local

cache store

Fﬁlffl’{ pe




MPSEC CONFIGURATION

Used to enter information about Remote Network and view MPSec status
Name of the remote site

& Add Entry'

L Select the load balancing

Load Balancing option for MPSec traffic
Chicago < Session _ Enter the remote network subnet
Remote VPN IP | " in CIDR notation
Packet
20.10.0.0/24 Click to enable Dynamic MPSec Load
» Balancing using various WAN
[¥] Dynamic Mpsec Load Balancing parameters of the link
[W| Enable Bandwidth Detction (Kbps) Detect Bandwidth Every , Enable to detect bandwidth between two units
Min for all the configured MPSec paths.

1

Enable to modify the Weight Reducing Factor,

[¥, Use Available Bandwidth f » up to 10 from 1(by default) for Available
Bandwidth
Weight Reduce Factor Threshold (ms) Weight Reduce Factor
1 poco 1 . Enable to modify the Weight Reducing

Factor and Threshold value for Latency

(% Use Packet Loss Enable to modify the Weight Reducing Factor

and Threshold value for Packet Loss. Packet
Loss is calculated from each MPSec ping
interval

Threshold (%) Weight Reduce Factor Thrachold (me) \eight Deduce Eactar >

50 1 fLooo 1

Only FatPipe Generated Packet Based

. Enable to modify the Weight Reducing Factor
and Threshold value for Jitter

cCon FAY ripe

WAN OPTIMIZATION CONFIGURATION

To configure WAN Optimization for the listed protocols and applications

# Home WAN Optimization Settings Routing / WAN Optimization Setting

nable

BE Interfaces TR
— Click to Enable WAN
O system Il Select All [% Auto Deploy ~ IINFNQ

Optimization
B8 Load Balanci MailApplicatinns Database Application Fl'le Sharing
oad Balancing Compress  Cache Compress Compress ~ Cache

£ Routing POPS MYSQL CIFs O

» Application Profile IMAP MSSQL 0O FTP

»  Network Objects SMTP SYBASE (] NFS [} [}

» Inbound Folicy MS Exchange 0O O ORACLE 0O Select the protocols to
» Outbound Policy Lotuatiotes O O be optimized and then

» Global Outbound Policy _ Compress select whether to use
» Dynamic Routing(IPv4) - Compress  Cache Vahoo Messanger L, ggg][i)rzzs;?; (c))rnL):) ?r:

» Static Routes Compress HTTR MSN Compression and
» Qos RDP THTTP: i i
: O : — Caching to get maximum

» Global QoS § Business Application ST

CitrxICA 0 Compress optimization.

SunRay O Compress  Cache Share Paint O

1scs [} [} AP O
» IPv6ind Tunnel ORACLE ERP O
Compress

» Advanced Options
Undefined App

& Tools

2 Orchestration *Connection between client and FatPipe LAN is purely SSL connection and encrypted as also the connection between the remote FatPipe LAN and the remote

HTTPS web server. However, to achi imization and ion/caching, the i FatPipe WAN to remate FatPipe WAN is un-encrypted. If
this was encrypted, then optimization will not be possible as we cannot compress/cache encrypted data stream. In MPVPN scenario, for public lines, use IPSEC to
protect/encrypt this data stream. For IPVPN, in private line case, it remains un-enerypted

Il EnterpriseView

& Refresh

pui/jspfindexisp

con




ORCHESTRATION

Used to Manage FatPipes located at different locations

»Add Information about FatPipe locations

# Home Group and Device Orchestration | Group and Device Managemen]
Management
B Interfaces Group

—Add information about key at location

B Load Balancing
=n
# Routing . ' . '
. —>Information about virtual VPN if any exists
.
# Tools

Device Description

»To Configure local or remote Database

& Orchestration
HQ Wayne

Add Edit Delete

|l EnterpriseView
‘ » Information about the location

Add description for a specific location

Allows a user to manage all the FatPipe
appliances in their network from a single
console without the burden of logging into
each unit individually. The units can be
organized into groups and configured with a
secret key for inter unit communication.

Lowp rﬁtjl’{/Je

ORCHESTRATION

Used to Manage FatPipes located at different locations

& Add [Edit User ®

Name MewYork Serial Number
Furps200110377 Enter a Name for the device, FatPipe Serial
Sescrption Group Number of the device (Serial Number is case
i sensitive therefore ensure that the serial
Virtual VPN 1P number is correct). Enter a relevant description
of the device select the group name where it
External VPN IP beloﬂ@.
1112 Address Sample Address
12112 ary . To access the GUI of the device WAN IP
13112 address are needed. Enter the WAN IP address
State W of the remote device which you want to access.
ﬂﬁ To add an IP address click the Add button
County ush under the TP address section. Add all the wan
Tip Code - IP address one by one.

con l-‘a_'l'frf,w




